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1. lles1n ocBOEHUA AUCIHUILIAHBI

Henn ocBoeHMsI IUCHMIUIMHBI «3aliuTa MPOTrPaMMHBIX CpeICTB 3auuileHHbIXx TKC»
aBisieTcss (opMHUpOBaHME Yy CTYICHTOB 3HAaHMH M YMEHUH IO 3aIIUTE KOMITBIOTEPHOU
uHpopmanuu, o0padaTbiBaeMO M XpaHUMON B COBPEMEHHBIX aBTOMATH3MPOBAHHBIX CHCTEMAax
(AC), oT HEMPABOMEPHOTO JOCTYIIA, TIepeXBaTa U pa3pylIaroIero IporpaMMHOTO BO3ACHCTBUS,
Ha OCHOBE IIPUMEHEHUSI COBPEMEHHBIX POTPaMMHO-aINAapATHBIX CPEJCTB.

[IpuobpeTenHbie 3HaHUS TIO3BOJIAT CTYIEHTAM BBIMOJIHATH 33/1a4H MO MPOCKTHPOBAHUIO H
pa3paboTke  TPOrpaMMHO-aNIapaTHBIX  CPEACTB  3AIIUTHl  MHPOPMALUH,  IPABUIBHO
OPUEHTUPOBATHCS B MHOTOOOPa3uu BBIITYCKAEMbIX U MPEUIaraéMblX CPeJICTB MHPOPMALIMOHHON
3a1UThl, 0O0CHOBAHHO BBIOMPAThH T€ U3 HUX, KOTOPbIE OTBEYAIOT TPEOOBAHUAM, IPEABABIIIEMbIM
K 3amure MH(OpMalMd B KOHKPETHOM aBTOMATH3MPOBAHHOM CHCTEME, a TaKKe OILIEHHWBATH
3¢ deKTUBHOCTh O€30MMaCHOCTH NH(OPMALIMOHHBIX TEXHOJIOTHI.

3agaum NoJIydeHHE YJaIMMHCS 0a30BbIX 3HAHUHM O MPOIIECCE U METOJAaX HCIOJIb30BAHUS
MIPOrpaMMHO-aNMapaTHBIX CPEJICTB [Tl oOecreueHrss HHPOPMaIMOHHOM 0€30MMacHOCTH .

2. MecTo qucuunanHbl B cTpykrype OIl

JucuunnnHa «3ammTa NporpaMMHBIX cpeAcTB 3amuiieHHbix TKCy» s HanmpaBieHHst
noarotoBku 10.05.02 — wmHboOpManmonHass 0€30MAaCHOCTh TEICKOMMYHHKAITHOHHBIX CHCTEM
OTHOCHTBCS K JWCHUIUIMHAM 0a30BoM vactu Onoka mgucnuiuimd (moxynei) (B1.5.35.05)
podecCroHaIbHOTO IUKIIA.

JIst ocBOGHUS TaHHOM JUCIUIUTMHBI, HEOOX0 MO 00J1a1aTh 0a30BBIMU 3HAHUSAMU (0011IEe
cpenHee 00pa3oBaHUE), a TAK)KE€ OCBOUTH YUCOHBIM MaTepuai MPEAIIeCTBYIOMMUX JAUCIUILUINH:
«Muadopmaruka», «Teopus BEpoOSATHOCTEH M MaTeMaTH4yeCKas CTaTHUCTHKa», «JlUCKpeTHas
MaremaTuka», «OcHOBbI HH(GOPMALMOHHON Oe3omacHOCTH», «TeleKOMMYHUKAIIMOHHbBIE
cucteMbl», «CeTn W CUCTeMBI mnepeaaun wHbopMmanuu», «MoAeTupoBaHWE CHUCTEM M CETeH
TeleKOMMYyHUKauui», «Teopuss TNpPUHATHS pelieHus B  YCJIOBHUSIX HMH(POPMAIIMOHHBIX
KoH(puKTOB», «[IpoeKTHpOBaHUS 3alUIIEHHBIX TEIEKOMMYHUKAIIMOHHBIX cucTeM», «CeTteBoe
aaMuHucTpupoBanue», «Mupopmanronnas 6e3onacHocth TKC», «Pa3zpaboTka 3aliuilieHHBIX
TKC cnen. Ha3HAYEHU.

3HaHUA U TMPAKTHKY, MOJTy4YE€HHbIE 00y4aeMbIMU MO TUCIUILIUHE «3aIluTa MPOrpaMMHBIX
cpenctB 3amuieHHbIx TKC», HemocpeacTBEHHO HMCHOJIB3YIOTCS IMPH HAMMCAHUHM BBIMTYCKHOMN
paboThl CTYJICHTAa U B IMPAKTHUUYECKOM MpodeccHoHaNbHOMN 1eATENbHOCTH, CBI3aHHON C 3alUTOMN
nH(OPMALIUY OT YTEYKU MO0 TEXHUYECKUM KaHaJlaM.

3. Komnerenuuu odyuyaruierocsi, popmMupyembie B pe3yabTaTe 0CBOECHHSA
JUCIHATITNHDBI
[Ipouecc wu3ydyeHHss JUCHUIUIMHBI HampaBlieH Ha (QOPMHUPOBAHUE  CIEIYIOIIUX
KOMIIETEHIINI:

Koa komMnerenumnun Komnerenuus
CMOCOOHOCTBIO MPOBOJUTH aHANN3 3()(HEKTUBHOCTH TEXHMUYECKHX U
I1K-8 POTrpaMMHO-aINAPATHBIX CPEICTB 3alUThI TEJIEKOMMYHHKAIIMOHHBIX
CHCTEM
OK-8 CHOCOOHOCTBIO K CAMOOPraHU3alMM U CaM000pPa30BaHHIO

CMOCOOHOCTBIO BBINOJHATH YCTaHOBKY, HACTPOIKy, 0OCIyXHBaHUE,
JMAarHOCTHUKY, SKCILTyaTallli0 U BOCCTAHOBJIEHHE pabOTOCIOCOOHOCTH
[1K-14 TEJIEKOMMYHHUKAIIMOHHOTO 000pY/I0BaHUs U MPUOOPOB, TEXHUYECKUX
U IpOrpaMMHO-aInapaTHBIX CpeACTB 3aIIUTHI
TEJIEKOMMYHHUKAIIMOHHBIX CETEH U CHCTEM

I1CK-7.5 CIOCOOHOCTRIO  00ecneunMBaTh 3alUTy NPOTPAMMHBIX  CPEJCTB




3AIMUIICHHBIX TCIICKOMMYHUKAITUOHHBIX CUCTCM,

B pesynbraTe 0CBOCHHUSI KOMIIETEHIUN B paMKaX JUCHUIUIMHBI 00yJarOIUICs TOJDKEH:

3HATH:

3aIMUTY IPOTrPaAaMMHBIX CPEACTB 3alIUIICHHBIX TEJIEKOMMYHHKAIIHOHHBIX CUCTEM,;
MIPOrPaMMHO-aJTOPUTMHYECKUE METOIBI 3alIUTHI KOMIBIOTEPHOH HH(DOpMAIIHH;
CPEICTB 3alUThl HHPOPMAITMOHHO-TEXHOJOTHYECKHX PECYPCOB
TEJIEKOMMYHUKALIMOHHBIX CUCTEM;

IIPUHLAIIB KOMIUIEKCUPOBAHUS CPEICTB U METOJOB 3aIUThI KOMIIBIOTEPHOI
nHpOpMAIINH;

OCHOBHBIE IPUHIMUIIBI aIMUHUCTPUPOBAHHUS 3AIIMILIEHHBIX aBTOMATU3UPOBAHHBIX
CUCTEM;

KJIaCCU(UKALUIO U OOLIYI0 XapaKTePUCTUKY TPOTPAMMHO-aIIIapaTHBIX CPEJCTB
3aluThl HHQOPMALIUK;

ITOPUTMBI NTpeoOpa3oBaHus HH(POPMALIMK U CUTHAJIOB IS 3alllUIIIEHHbBIX
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM Ha OCHOBE TEOPETUKO-YHUCIOBBIX METOOB;
o011Me MPUHIUIBI TOCTPOEHUS TPOIPAMMHO-AJITOPUTMHUECKUX CPEJICTB 3alLIUTHI
nH(OPMAaLIUU B CIOKHBIX KIMEHTCKUX MPUIOKEHUSX;

METO/IbI U CPEJICTBA 3aLIUThl KOMIIBIOTEPHON HHPOPMAILIMK B YCTPOMCTBAaX
JIOJITOBPEMEHHOW MaMSITH;

METO/IbI 3aIIUThI KOMITbIOTEpHOU nHpopmanuu cpenctBamu CYB/;

YMmerh:

o0ecrieunBaTh 3alIUTy OT Pa3pyIAOIINX MPOTPAMMHBIX BO3JICHCTBUI, IPUMEHSTh
TEXHOJIOTHH 00ecriedeHusT HHOOPMAITMOHHOW 0€30MacCHOCTH
TEJIEKOMMYHHUKAIIHOHHBIX CUCTEM U HOPMbI HX HHTETPALIMU B TOCYIAPCTBEHHYIO U
MEXTyHApOAHYIO HH(OPMAITMOHHYIO CPELy;

aHAJTM3UPOBATh U OLIEHUBATH YIPO3bl HHOOPMAIIMOHHOI 0€3011acHOCTH,
OCYIIECTBIISITh PAIIMOHAIBHBINA BHIOOP CPEICTB M METOJIOB 3alTUTHI HH(OPMAIHH
00beKTOB MH(GOPMATH3ALINH;

pa3pabarbIBaTh aJropuTMbI MPeoOpazoBaHus MHPOPMAIIUU M CUTHAJIOB JIJIS
3alUIIEHHBIX TEJIEKOMMYHUKAIIMOHHBIX CHCTEM Ha OCHOBE TEOPETHKO-YHCIOBBIX
METO/IOB;

MPUMEHSTH Hanbosee 3ppekTHBHBIE METO Bl M CPEICTBA TPOTPAMMHO -aIllapaTHON
3anIuThl HHQOPMAIMH, OLIEHUBATh YPPEKTUBHOCTh CUCTEM 3alIUThI HHPOPMAIIUU B
TEJICKOMMYHHKAIIMOHHBIX CUCTEMAX;

BBITIOJTHATE (DYHKIIUH aIMHUHHUCTPATOpa O€30IMaCHOCTH 3aIUIIICHHBIX KOMITBIOTEPHBIX
CHCTEM;

BBITIOJTHATh HACTPOMKY 3allIUTHBIX MEXaHU3MOB IIPOTPAMMHO-AIIAPATHBIX CPEICTB;
HACTpaWBaTh MOJUTHKY O€30TIACHOCTH CPEACTBAMU IMPOTPAMMHO-aNapaTHBIX
KOMIUICKCOB 3aIlUThl HHPOPMAIIUH;

MPUMEHSITh MEXaHU3MBI 3aIlIMThI, PEaTU30BAaHHBIE B TPOrPAMMHO-AMMapaTHBIX
KOMILJIEKCaX, C I[eJIbI0 MOCTPOCHHUSI 3AIIUIIICHHBIX KOMITBIOTEPHBIX CUCTEM;
MPaBUJIBHO MPUMEHSThH CPEICTBA AHTUBUPYCHOM 3aIIUTHI OTEYECTBEHHBIX U
3apyO0eKHBIX MPOU3BOAUTENICH;

HCIO0JIb30BaTh COBPEMEHHBIE METO/IbI M aJITOPUTMBI 3AIIUTHI OT BPEJOHOCHBIX
MPOrpaMM;

MPaBUJIBHO UCTIOJIB30BATh 3aIIUTHBIE MEXaHU3MbI, BHEJJPEHHBIE HA TPUKIIATHOM
MPOrPaMMHOM YPOBHE;

Biagerr HAaBBIKAMU:

MCTOJaMU U CPCACTBAMU obOecrieueHus I/IH(I)OpMaLIHOHHOﬁ 663OHaCHOCTI/I;
HaBbIKaMU 3aIlIUTLI OT UBMCHCHUA U KOHTPOJIA LCJIOCTHOCTH MTPOTrpaMMm;,



METOJIaMH pacyeTa U HHCTPYMEHTAIHLHOTO KOHTPOJIS MOKa3aTeNel 3auThl
uHbOpMaIINH;

COBPEMEHHBIMHU cpeicTBaMu 3auThl AC OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;
OILICHUBATH (P PEKTUBHOCTH CUCTEM 3aLUTHI HH()OPMAIIH B
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAX;

HKCIUTYaTUPOBATh CUCTEMBI M CPEICTBA 0OecnieueHuss WH(HOPMAIIMOHHOMH
0€30ITaCHOCTH TEJIEKOMMYHHKAIIMOHHBIX CUCTEM.






CooTBeTCTBHE ypOBHeﬁ OCBOCHUA KOMIIETCHI VA IVIAHUPYEMBIM peE3yjabTaTaM Oﬁy‘leHI/Iﬂ U KPUTEPUAM UX ONCHUBAHUSA

Oran OcHOBHbIE IPU3HAKYU NPOSIBJIEHHOCTH KOMIIETEHIIMH (JIECKPUIITOPHOE ONUCAHUE YPOBHSI)
(ypoBeHb)
OCBOEHUS 1. 2. 3. 4. 5.
KOMITIETEHIUHI
ciabo CriocobeH  BbLAENUTH  OCHOBHbIE|Biiageer ocHOBHBIMU HaBbIKaMu paOoThl ¢[CrocoOeH  JaTb  COOCTBEHHYIO
He BianeeT OpUEHTHUPYETCS B |UJEH TeKCTa, pa6ovTaeT C{HCTOMHIKAMH u KPUTHYECKOM|KPUTUYECKYIO OLIEHKY H3Y4aeMOro
TEPMHHOJIOTHM U |KPUTUYECKOH JTUTEPATypOit JUTEpaTypout Marepuaia
COJIEp’)KaHuU
MHHMMAJIBHEI He BBLIENET Crnocoben  moka3aTh  OCHOBHYIO|CrocOO€H  TPEACTaBUTh  KIHOUYEBYIO|MOKET COOTHECTH OCHOBHBIE HJIEU
i HE yMeeT OCHOBHBIE HICH UJCI0 B Pa3BUTHH npobimeMy B €€ CBA3M C JAPYrUMH|C COBPEMEHHBIMM IpobIeMaMu
npoleccamu
JOTIyCKaeT rpyGhie 3Haer OCHOBHBIE pabouue|[lonnmaer cneuupl(bmcy OCHOBHBIX Cnoco6eHuBLmeJ1mL XapaKTEePHBIN
HE 3HaeT SO KaTeropuu, 0JIHAKO He|[pabourx KaTeropuit aBTOPCKUH TOJX0]1
OpUEHTHPYETCS B UX creluduke
IJIOXO Brmaneer mnpumemamm moucka u|/CBOOOAHO M3iaraeT marepuai, ogHako He|CrnocobeH CpaBHUBATH
I — OpUEHTHUPYETCS B |CUCTEMATU3allil, HO HE CI0COOEH JEMOHCTPUPYET  HABLIKOB  CPAaBHEHIS | KOHLEMLMH,  apryMEHTHPOBAHHO
TEPMHHOJIOTHH U |CBOOOIHO M3JIOKUTH MaTepua OCHOBHBIX UJEH U KOHIENIUN W3JIaraeT MaTepuan
COJICpKaHNUU
6430BLL BBIJICIISIET OCHOBHBIE | Bhiziensier koHKpeTHY0 mnpobiemy,(CrocoOeH  BBIIEIUTH U CPaBHUTH|APTyMEHTHPOBAHHO NPOBONT
HE YMEET | WJEH, HO HE BUJIUT |OJHAKO M3JIMILHE YIPOIIAET € KOHLIEIIIIUY, HO HCIIBITBIBAET CIOXKHOCTU C|CPABHEHHE KOHLIEMIMI 1o
po0seM UX MPAKTUYECKON NPUBSI3KOU 3aJJaHHOM MpoOIeMaTuKe
JIONYCKACT MHOTO Moxer W3JI0KUTH OCHOBHbIE|3HAET OCHOBHbIE OTJIMHS KOHLICTIIIUMA B Cnoco6eHv BBIJICJINTh CHCI_[I/I(bI/IKZ/
HE 3HaeT OLIGOK paboune KkaTeropuu 3aJJaHHOM MpoOIeMHOM 00s1acTu KOHLIETTIUN B 3a/laHHOM
npoOseMHO# 00IacTH
B  o0mmux 4yeprax mnonumaer |Buaut MCTOYHUKHI coBpeMeHHbIX|Coco0eH IpaMOTHO 0OOCHOBATh
OPHEHTHPYETCS B (OCHOBHYIO MJEI0, OIHAKO IUIOXO |MpoOiaeM B 3aaHHOM 001acTu aHanu3a,|cCOOCTBEHHYIO TIO3UILIUIO
HE BJIAJEET| TEPMHUHOJOTUMU M |CBSA3BIBACT €€ C CYIIECTBYIOIIEH [BJIAZEET NOAXOAAMHM K UX PELIECHUIO OTHOCHUTEIFHO pelieHus
COACPKAHUH poOIeMaTHKOM COBPEMECHHBIX pooeM B
3aJJaHHOM 00JacTu
IIPOJIBUHYTHIN Moxer NOHATh  INpakThdeckoe |BroisBiser ocHOBaHUS 3afaHHOM 00macTu|CBOOOAHO  OpPUEHTHpYETCs B
BBIJICIISICT OCHOBHBIC [HA3HAUEHUE OCHOBHOM MJeH, HO |aHAlu3a, MOHUMAeT €€ MPaKTUYeCKyro(3aJaHHOW  o0lacTh  aHaiu3a.
HE yMEeT | MIEH, HO HE BUIUT |3aTPYAHSCTCS BBISIBUTH €€ |LIEHHOCTb, OJIHAaKO ucnsITeiBacT| [ IoHMMaeT ee OCHOBaHUSA U yMeeT
UX B Pa3BUTHUH  |OCHOBAaHHUs 3aTpy[HEHUsT B  ONMCAaHWU  CJIOXKHBIX|BBIICIUTH MIPAKTUUECKOE 3HAUCHHE
00BEKTOB aHAJIN3a 3aJJaHHON 00J1aCTH
HE 3HaeT | JomyckaeT omuOKu [CocoOeH  M3JI0KUTh  OCHOBHOE|3HaeT OCHOBHOE cogeprkanne |MokeT  JaTh  KpUTHYECKUH




IIpH BBIACJICHUHN
paboueii obmacTu
aHanM3a

COJZICp)KaHUe COBPEMEHHBIX
HAy4HBIX HJeH B paboueil oOiactu
aHanu3a

COBPEMEHHBIX
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paboueii o0nmacTH aHanm3a, CIOCOOCH

X COIIOCTaBUTHb

aHaJIN3
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o0jacTy aHanu3a

COBPEMEHHBIM
3aJIaHHOU




4. CTpykTypa u coaep:KaHue TUCHHILINHBI
OO6mas TpynoeMKOCTh (00BEM) JUCHUILTUHBI (MOAYIISI) COCTABISIET 4 3a4eTHBIC CIUHUIIBI,

144 axagemmueckux yaca.

O0béM TMCHMIINHBI Bcero yacos
Oynass ¢opma
o0yueHust
OO0uiasi TPy10€MKOCTD IV CIUNIIIMHbBI 144
KonTakTHass pa6ora obyuyarommuxcs c | 80
npenoaaBaTessiMm (mo BUIAM
ayIMTOPHBIX Y4YeOHbIX 3aHATHH) —
BCEro:
B TOM YHCJIe:
JIEKIIUM 32
JlabopaTopHble padoThl 32
NPaKTHYeCKHE 3aHATHUSA 16
CeMHHAPCKHe 3aHATHS
Camocrositeabnasi padora (CPC) - | 64
BCero:
B TOM YHcCJIe:
KypcoBasi pabora
KOHTPOJIbHAsA padora
Buag npomexkyToyHOW — aTTecTAlMU | IK3aMeH
(3auer/3K3aMeH)
Bcero: 144
4.1. CTpyKTYypa JUCHUILIHHBI
Ne Paszpen u tema Buabl yue6Hoii Dopmbl 3ansaTusa B Dopmupyembie
n/m JUCIHHUIIIMHBI paﬁOTLI, B T.4. TEKYyLIEro AKTUBHOHI U KOMIIETCHIUHN
CaAaMOCTOATEJIbHAdA KOHTPOJIsA HHTEPAKTUBHO
o padora cTyaeHToB, |ycmeBaeMmocT | il popme, yac.
5 yac. H
&
="
£ 2GS 8 2¢
= OREl O
Beenenune. Ilpemmer | 10 YcrHBII 10/4 I[ICK-7.5,
Kypca U ero 3ajauu. ompoc 1O [IK-14
U3y4aeMo
1 5 5 2 | Teme.
Bomnpoc
Ha
AK3aMEHe
Ucnonrs3oBanue 10 VYcrTHbII 4 I[ICK-7.5,
MPOTPaMMHBIX u ompoc Mo I1K-8
anmnapaTHbIX KIIOUen M3y4aemo
2 |cepud NS 3aIIUTHI 2 5 1 |#1  Teme.
IIPOrPaMMHOTI0 Bomnpoc
obecrnieueHus Ha
(SENTINEL HASP IK3aMEHe




HL wu SENTINEL

HASP SL)
O0ecnieuenne 10 4 I1K-8,
KOH(DUICHITNATEHO [1K-14
a0O0TEI c .
p . N YceTHBIN
AIEKTPOHHOU IMOYTOHN
OTIpoC IO
Ha OCHOBE
U3y4aeMo
AIEKTPOHHBIX N
HHPOBBIX 2 |1 TeMme.
p Bompoc
CepTU(HKATOB, Ha
XPaHSIIUXCS B
ParIll JK3aMeHe
3aIHIIEHHBIX
HOCHUTEISX
anmapaTHBIX KITF0Yax
CoBpeMeHHbIE 10 10/4 K-8,
TEHJICHIIUN Pa3BUTHUS [1K-14
03, CBS3aHHBIX C .
yrpos, VYerHbIi
MIPUMECHCHHEM
OTpoC IO
MIPOTrPAMMHOTO
H3y94aeMo
oOecreueHus, .
IIPUHITAIIELI u 1 1 Teme.
p Bompoc
TEXHOJIOTHH, a
WCTIONb3YeMbIC  JJIS
JK3aMeHe
O60pbOBI c
BpPEIOHOCHBIMHU
MporpaMMaMH.
[TocTpocHwme 10 VYcerHbIi 4 [ICK-7.5,
MPOTPaMMHO- ompoc 1O I1K-10
anmapaTHbIX H3y4aeMo
KOMILJIEKCOB 2 | TeMme.
mudpoBaHUs Bompoc
Ha
SK3aMeHe
Mertoabl u cpexactsa | 10 YcTHBIN 12/4 [1K-14,
OTpaHUYCHUS ompoc 1O [1K-8
JoCTyTa K U3y4aeMo
KoMnoHentamM OBM 2 7| TeMe.
Bompoc
Ha
SK3aMeHe
Oco0OeHHOCTH 10 YcTHBIH 4 [1K-14,
3alUTBl JAHHBIX OT OTpoC TO I1K-8
H3MEHEHUS. U3y4aeMo
IIporpamMmmuO- 1 |#&  Teme.
anmnapaTHsle Bomnpoc
CpencTBa Ha
i poBaHUS JK3aMeHe
3amuta mporpamm ot | 10 YcrHblii 12/6 [1K-14,
W3YYCHHUS. 15 | ©mpoc 1o I1K-8
AnmapaTHbIN KITIOY C U3y4aeMo
TOYKHU 3peHus H  TeMe.




JJIEKTPOHUKHU. Bomnpoc
Ha
IK3aMEHE
3ammura or | 10 VeTHbIi 12/4 I1K-14,
pa3pyIIaronmx ompoc 1o I1K-8
IIPOrPaMMHBIX HA3y4aeMo
9 | BO3ICHCTBMIA. 4 5 10 | Teme.
Bompoc
Ha
9K3aMEHE
UTOI'O 32 48 19 72/18

4.2. Conep:xanue pa3ieoB THCHHILINHBI
4.2.1. Beenenne

[Ipenmer xypca u ero 3agauu. OCHOBHBIE MOAXOJbI K 3aIlMTE MPOTPAMMHOTO
o0ecrieueHusl.

4.2.2. Ucnosb30BaHNe MPOrPAMMHBIX U aNNAPATHBIX KJIWYel Cepuu sl 3aIUThI
nporpammuoro obecneyennsi (SENTINEL HL u SENTINEL SL)

3ammrTa MPOrpaMMHOTO OOECTICUCHHs MPOrPaMMHO-aNNapaTHBIMH KIIOYaMH  MapKu
SENTINEL HL Pro. 3ammura mnporpaMMHOTO OO€CIEUECHHs] TPOrpaMMHO-aNnapaTHBIMU
kmouamu Mapkun SENTINEL HL Basic. 3ammura ceTeBOro mporpaMMHOTO OOECTIEeUCHHS
nporpammHo-anmapatHeiMu  krodamMu Mapku SENTINEL HL Net. Jlusuar nporpamMmHOTO
oOecrieyeHHss C HWCIOJB30BAHMEM TEXHOJIOTHHM  3alllUTa IMPOTPaMMHOTO  OOecredeHus
nporpammHo-anmapataeiMa - kmogamMu Mapka  SENTINEL HL  Time. Jlusunr cereBoro
MPOrPAaMMHOTO  OOECIIEYCHUsI C HCIIOJIb30BAaHMEM TEXHOJIOTHHM 3allliTa POTrPaMMHOTO
obecrieueHus nporpammHo-anmnapatHbiMu Kirouamu Mapka SENTINEL HL TimeNet. 3ammura
MIPOrPaMMHOTO O0ECIIeYeHUs] KOMIUIEKCa, UCIIOJIHsAeMast Tporpamma (opmaTa ex4 v BhI3bIBacMast
eto ombnmmoteka dll, xmouamu cepum SENTINEL HL. 3ammura mporpamMmuoro obtecrieueHus
KOMIUIEKCa, HCIIOJHsAeMas mporpamma ¢opmarta ex4 W BbI3bIBaeMas ¢ OuOmmoteka dll,
anextponHsiMu Kimrouamu SENTINEL HASP SI.

4.2.3 Obecnieuenue KOH(pUAEHINATbHOI PadOThI ¢ JIEKTPOHHOI MOYTOI HA OCHOBE
JJIEKTPOHHBIX NU(PPOBHIX CEPTUPHUKATOB, XPAHANIMXCS B 3aNMIIEHHBIX HOCHTEIAX
annapaTHBIX KJI0Yax

Obecneuenre KOH(UIEHUUANBHOW pabOTBl C HIEKTPOHHONW MOYTOH Ha OCHOBE
3JIEKTPOHHBIX LU(POBBIX cePTU(DUKATOB, XPAHALIUXCS B 3alUILEHHBIX HOCUTENIAX anlapaTHBIX
Kiodax cepun e-token. OGecrneueHrne KOHGUICHIMATEHON pabOThI C MEKTPOHHOH MOYTON Ha
OCHOBE DJIEKTPOHHBIX IM(PPOBBIX CEPTU(PHUKATOB, XPAHIIIUXCA B 3ALIUIIEHHBIX HOCHUTENSAX
anmapatHpIX Kimouax cepun ru-token. OOecneyeHue KOH(UACHIUATBHOW pPabOTBI ¢
AJIEKTPOHHONW MOYTOM HAa OCHOBE 3JEKTPOHHBIX IM(PPOBBIX CEPTU(UKATOB, XPAHSIIIUXCS B
3aIUIIEHHBIX HOCUTEISIX alapaTHBIX KITI0Yax cepuu ru-token.

4.2.4 CoBpeMeHHbIe TEHICHIMHU PA3BHUTHUS YIPO3, CBA3AHHBIX € NpPUMEHEHUEM
NPOrpaMMHOro ofecrne4yeHusi, MPUHUHUIBI M TEXHOJOIHH, MCHOJb3yeMble A 0OpPLOBI ¢
BPe0OHOCHBIMM MPOrPaMMaMH.




OCHOBBI TEOpPUH KOMIBIOTEPHBIX BHUPYCOB (BUPYCHI, KiaccU(UKAIUs BUPYCOB),
COBPEMEHHBIE TEHACHIMH pPa3BUTHS Yrpo3, CBA3aHHBIX C MPUMEHEHHEM MPOTrPaMMHOIO
oOecrieyeHns, MPUHIUIBI U TEXHOJOIMH, HCIOJb3yeMble s OOpbObl C BPEIOHOCHBIMHU
nporpaMMaMd W JAPYTMMH CETEBBIMH Yrpo3amu, OOIIMe MPUHIUMBI TOCTPOCHUS CHUCTEM
AHTUBHUPYCHOM 3alUTHI, a TAK)KE MPUMEPBI TIOCTPOCHUSI AaHTUBUPYCHON 3aIIUTHl KOMITBIOTEPHOM
ceru. 3amura ucnosHseMbix (aiinoB VMProtect SenseLock Edition. VMProtect SenseLock Edi-
tion (VMProtect SE). CoBmectHoe ucnonb3oBanue VMProtect 1 3JIeKTPOHHBIX KITFOUYeH Sense-
Lock.

4.2.5 CereBoe nporpaMmmMHoe¢ odecmeyeHue - YA3BUMOCTH U METOAbLI 3alIUTLI.
HOCTpOQHI/Ie NnporpaMmMHoO-anmnmapaTHbiX KOMIUIEKCOB III]/I(l)pOBaHI/Iﬂ

CereBoe mporpaMMHOE OOECTIEYCHHE - YSA3BUMOCTH M METOJbI 3allUThl. Pa3nudunbie
KaTerOpUM aTaK, WX OIPEACICHHUS W YCIOBUS I OCYIIECTBICHHUS aTak. PaccMoTpenue
MEXaHU3M MMPOBCACHUA aTak. AHHapaTHI)Ie )51 IIporpaMMHO-arIapaTHbIC cpeacTBa
KPHUIITO3AaIIUTBI JaAHHBIX.

4.2.6 MeToabl M cpeICTBa OTPAaHUYEHUS T0CTYNIA K KOMIIOHeHTaM JBM

Komnonents! [19BM. Knaccudukarus 3amumaeMbrx komnoaeHT [I9BM: otuyknaembie
n  HeoruykjgaeMble KomnoHeHTsl I[IOBM. [Ilpomecc HawansHOU 3arpy3ku IIOBM,
B3aMMO/JICHICTBUE ammapatHoil W mporpaMMHOil uacteid. Mexanusmbl pacmmpenuss BIOS.
[IpeumymmecTBa W HEAOCTaTKM MPOrPAMMHBIX M allapaTHbIX cpelacTB. [IpoOiemsl
ucrnoap30Banus pacmupeHHon BIOS: smynsnus daitnoBoii cuctemsl Ao 3arpy3ku OC u T.1.

4.2.7 Ilpodaema 3ammThl OT4Yy:KIaeMbIX KoMIoHeHTOB IIDBM. Ilpussizka I1O k
BHEIIHUM (100aBJIsieMbIM) ANINIAPATHBIM 3JIeMEeHTAM

CriocoObl  3amuThl MHGOPMAIMU HAa CBHEMHBIX JUCcKax. OpraHuzanus TPO3pavyHOTo
pexuma mmmbpoBaHus. Hamae:XHOCTh CpencTB 3alMThl KOMITIOHEHT. [loHsTHE BpeMeHHOW u
rapaHTUPOBAHHOM HAJEKHOCTH. 3alUTa MPOrpaMM OT HECAaHKIIMOHUPOBAHHOTO KOIMHPOBAHMUS.
KOpuanueckrue acnekTbl HECAaHKIMOHMPOBAHHOTO KOMUpoBaHUA mporpamm. OOmie mnoHaTue
3alUThI OT KONMKUPOBaHUs. Pa3HOBUIHOCTH 3aa4 3alIUThI OT KonupoBaHus. [loaxonsl k 3agaue
3alUTHI OT KOMTUPOBAHMUSL.

[IpuBsizka k MOPTOBBIM KitouaM. lcronb3oBaHHE JTOMOJHUTENBHBIX IJIAT PAcIIupEHUsl.
MeTopl  «BOJSHBIX 3HAKOB» W METOAbl «OTIEYATKOB TMajbleBy». XpaHEHUE KItouei
unpopmanuu. [lapomun u xmoun. CekperHas uHQOpMAaIMs, UCHONB3yeMasl Uil KOHTPOJIS
JOCTyMa: KIYM M Mapoju. 3J0yMBIIUIEHHUK M Kitoud. Knaccudukamusi cpeacTB XpaHeHUs
KITto4ueil u uaeHtuduuupyomeid nabopmanuu. Opranusaiys XpaHeHus: Kiodel (Cc nmpuMmepaMmu
peanuzanuu). MarHuTHbIE TUCKU MPSIMOTO JOCTyna. MarHuTHbIe U UHTEIUIEKTYalbHbIE KapThl.
CpenctBo TouchMemory. TumoBble pelieHus B OpraHU3all THIOBBIX cucTeM. OTKpbITOE
pacnpezeneHue Kiroued. MeTo ynpaBlisieMbIX BEKTOPOB.

4.2.8. 3amuTra mporpaMM OT HM3y4YeHHMsA. ANNAPATHBIA KJIKOY C TOYKH 3peHUs
3JICKTPOHHMKH.

Nzyuenne u oOpatHoe mnpoektupoBanue I[1O. I[lonstne wusydeHuss U oOpaTHOTO
npoektupoBanus [10O. Ilenu u 3amaum m3ydenust paboter [10. Cmocobsr usyuenus I10:
CTaTUCTUYECKOE W JMHAMHYECKOe H3ydeHue. Poiib mporpaMMHOW M anmapaTHOW Cpelibl.
BpemenHas Haje:XHOCTh (HEBO3MOXKHOCTh OOECMEUEeHUS TapaHTHUPOBAHHOW HAJCKHOCTH).
3amaun 3alUThl OT U3YyYEHHUS W CIOCOOBI UX pemieHus. J[MHaMudeckoe mpeoOpa3oBaHUE KOJa.
HccnenoBanue mporpaMMHOTO oOecreueHus Ha MpeAMeT OTCYTCTBHUS HE JEKIapUPOBAHHBIX
BO3MOXKHOCTEH.



3amura OT oOTiaaku. MrepaTuBHBIM HporpaMMHbI 3aMoK. IIpuHuMI nOBymek Hu
M30BITOYHOTO KOJa. 3almra OT au3acceMOnupoBaHus. [IpwHINIT BHEITHEH 3arpy3ku (aisios.
JuHamuveckass MOIU(HUKAIMSA OPOTpamMMbl. 3aliMTa OT TPACCUPOBKH IO IPEPHIBAHUSIM.
CrniocoObl  acCOIMMPOBAHUS 3aUTBI U MPOrpaMMHOTO oOecriedeHus. OIeHKa HAJIeKHOCTH
3anIUThl OT oTiMafku. Kioun Ha 6asze mepenporpaMMupyeMoi mocTossHHOU namstu. Kitoun Ha
0asze 3aka3HbIXx yunoB. [Ipumeps! peanusamuu kmoueit (SENTINEL HASP, eToken, ruToken,
Guardant). Kitroun Ha 6a3e MUKPOIIPOIIECCOPOB.

4.2.9. 3amuTa 0T pa3pylialuMX NPOrpaMMHBIX BO3/1eiiCTBHIA.

Mopenn B3auMOAEHUCTBUS IPUKIIAJHOM MPOrpaMMbl U IPOrPaMMBbI 3JI0YMBIIIJICHHUKA,
KOMITIbIOTEpPHBIE BUPYCHI Kak 0coObIi kinace PIIB, akTuBHas u maccuBHasl 3aiuTa, HE0OXOUMbIE
U JIOCTAaTOYHBIE YCIOBHS HENOMYIICHUS pa3pyLIAOIIEr0 BO3ACUCTBUS; OHITHE U30JIMPOBAHHON
MIPOrpaMMHOM CpeJipl, 3aIMTa MPOrpaMM OT U3MEHEHMSI U KOHTpPOJb LENOCTHOCTH. OCHOBHbIE
KaTeropun TpeOOBaHUIM K MPOrpaMMHON M NIpPOrpaMMHO-ANNapaTHON pealn3aliy CpeiCTB
obecnieuenuss Mb. OcHoBHble KaTeropuu TpeOOBaHUN K NPOTPaMMHOM U HPOTrpaMMHO-
anmnapaTHOM peanu3alyu cpeAcTB obecrneueHuss HHPOPMalMOHHON 0€30MacCHOCTH; MPOTPaMMHO -
ammapaTHbIe cpencTBa obecrneueHuss nHdopmarmonHoi 6e3onacHoctr B THNOBBIX OC, CYB/I,
BBIYMCIIUTENBHBIX CETSIX.

4.3. CeMuHapcKue, IpaKTHYECKHUe, JA00paTOPHbIE 3aHATHS, X COAEpPKaHHe

Ne | Ne pa3nena dopma dopmupyemeie
P Tema 3ansaTusa P PMHPY
/11| IUCIUTLIINHEI MIPOBEACHUS | KOMIIETECHITUN

Sentinel Admin Control Center - ynpasnenue|[Ipaktnuyeckas| TICK-7.5,
MEHEIDKEpaMu  JIMIEH3UH W KIIOYaMH [1K-14
Sentinel (HASP). Kommiekt pa3paboTdrka
Sentinel HASP -  Sentinel License
Development Kit (LDK). CrapToBsIii
KOMIUIEKT pa3paborumka Sentinel HASP.
1 1 HccnenoBanue mporpamMmMHOro oOecredeHus
Ha npeaMeT OTCYTCTBUS HE
JEKJIApUPOBAHHBIX BO3MOKHOCTEH.
Hcnonws3oBanue MIPOTrPaMMHBIX u
anmapaTHeix kmroueir cepur  SENTINEL
HASP HL u SENTINEL HASP SL mis
3alIUTHI POrPAMMHOT0 00CCIICUCHUS

Hcnonb3zoBanue MPOrpaMMHBIX u|llpaktuueckas| IICK-7.5,
2 2 anmapaTHeix kimouerd cepun GUARDANT I1K-8
JUIS 3aIllUTHI IPOTPAMMHOTO OOeCTieueHus!

Hcnonw3oBanune ximoueit cepuit eToken wu|lIpakrrueckas I1K-14,
3 3 ruToken mig mumdpoBanus MHPOpPMALUU U I1K-8
SUIT

PazpaboTtka mnporpamMmbl mudpoBanus c|lIpakTuueckas [1K-14,
oOpatHoi CBS3bIO. Lens paboTHI I1K-8
npuoOpeTeHre  MPAKTUUYECKUX  HABBIKOB
4 4 pa3paboTKu YTUIIUT muQpoBaHus,
pa3paboTka mporpaMmbl IK(pPOBaHUST C
oOpaTHOW CBA3bIO. 3amMTa MPOTPaMMBbI
MIPOrPaMMHBIM KITFOYOM.

PazpaboTtka mnporpammsl mnceBaocinyyaiiHoi|[Ipaktuueckas| I[ICK-7.5,
reiepauuu yucen. llenb paGoThl: MOIYyYUTH I1K-14




MPAKTUYCCKHE HABBIKOB pa3paboTku
CIICTIMAJIM3UPOBAHHBIX HpI/IJIO)KCHPIﬁ,
pa3paboTka MPOrpaMMbI TICEBIOCITYYalHOMN
rCHEpallMd  YHCENl. 3allluTa [pOTrPaMMBbI
arrnapaTHbIM KJIHOYOM.

Pazpabotka  mporpammel  ckanupoBaHus|IIpakTrueckas I1K-8,
noproB.  llens  pabote:  pazpaborath [1K-14
6 6 porpaMmy CKaHHPOBAHHS MOPTOB

cpeacteamu  Visual  Studio.  3Bammura
IIPOrpaMMBbI alapaTHBIM KIIFOUYOM.

Pa3paboTtka IIPOTpaMMBbI anTuBHpyca-([Ipakrnueckas [1K-14,

MoHuTopa. llenp paboTel npuOOpeTeHue [1K-8

MPAaKTUYECKUX  HAaBBIKOB  pabOTBI IO
7 7 CO3JaHHIO0 AHTUBUPYCHBIX YTUJINT,

pa3paboTka pEe3UJACHTHBIX MPHIOKEHHH —

pa3paboTka MIPOrPaMMBbI aHTHBHUpYCa-

MOHHTOPA.

Pa3pabotka mporpammel, umuTHpytomei|l[IpakTudyeckas K-8,

BHUpyconoio0Hble neiictBus. Llenb paboThI: [1K-14
8 8 pa3pabotka cpeactBamu  Visual  Studio

IIPOrPaMMBlI, MMHTHPYIOIIEN

BHUPYCOTIOIOOHBIE JCHCTBUS

PazpaboTka MPOTpaMMBbI aTaku Ha|lIpakTnueckas ITK-8,

KPUINITOAJTOPUTM  METOJIOM  BCTPEYH B I1K-14
9 9 cepenune ataku. llenmp paboThl: pa3paboTka

MpOrpaMMbl  aTakKl Ha  KPUIITOAITOPUTM
METOJIOM BCTPEYH B CEPEANHE aTaKU.

Oco0eHHOCTH 0CBOEHMSI M CIUIIMHDI AJIA HUHBAJIUAOB H JIMI ¢ OrpaHU4Y€¢HHBIMHA
BO3MOKHOCTHAMMU 310POBbA

OOyuenue oOy4aroOmMXCs C OTPAaHMUYEHHBIMU BO3MOXKHOCTSIMH 3JI0pPOBbS IMpHU
HEOOXOJIMMOCTH OCYIIECTBIISIETCS. Ha OCHOBE aJalTHPOBAaHHOW pabouell mporpaMmbl ¢
UCIOJIb30BAHMEM  CHEIHAIBHBIX METOJOB OOY4YeHHS U JUAAKTUYECKUX  MaTepHaloB,
COCTaBJIEHHBIX C YY€TOM OCOOCHHOCTEH MNCUXO(U3UUECKOTO Ppa3BUTHA, HHIUBUIYATbHBIX
BO3MOXHOCTEH M COCTOSIHUSA 3/I0POBbS TAKUX 00ydaromuxcs (00y4aromerocs).

[Ipu omnpegeneHuu GOpMBI TPOBEACHHS 3aHATUH C  00ydYarOIUMCS-UHBATUIOM
YUUTBIBAIOTCS PEKOMEHJIAINH, COJep Kallluecs B WHIAMBUAYAIbHOU MporpaMMe peaduiIuTaluu
WHBAIUAa, OTHOCUTEIFHO PEKOMEHJIOBAaHHBIX YCIOBUU U BHAOB TpyAa. Ilpu HeoOGXoaumocTu
AJasl o0ydaloIIUXCs M3 4YHMCJIa HHBAJIWAOB W JIMI C OrPAHHMYEHHBIMH BO3MOKHOCTSIMHU
310POBbSI CO3JAI0TCSl CllelHAJbHbIe padoune MecTa € y4eTOM HapylleHHbIX QYHKUHI U
OrpaHMYCHUI )KN3HeAeATeIbHOCTH.

5. Y4eOHo-MeTOANYeCKOE 00ecTIedeHrne CAMOCTOATEIbHOM Pa0d0ThI CTY/ICHT H
OLICHOYHbIE CPEeACTBA /s TeKYLIero KOHTPOJIsA yCIIeBaeMOCTH, POMeKYTOYHOI
aTTeCTAIMU 110 UTOraM OCBOEHHUSI JTMCHUIIIMHBI

5.1. Tekymuii KOHTPOJIb

Tekymmii KOHTPOJb MPOU3BOJUTCS IYTEM TECTUPOBAHUS M TPOBEPKUA KOHTPOJBHBIX
paboT.




5.2. MeToauuyecKkue YKa3aHUs 110 OpraHmsanuu CaMOCTOSITEIbHOM p360TLI

Bo Bpemsi camocTosiTenbHOM pabOThl CTYAEHTHI 3HAKOMSITCA C MPOBEJACHHEM pPACUETOB
MPOCKTHPYEMBIX TapaMeTpPOB ceTU. B mepeueHbh y4eOHO-METOAMUYECKOTO OOEeCTeueHUs s
CaMOCTOSITEIIBHON Pa0OTHI OOy4aIONIUXCS IO TUCIHIUIMHE «3al[iuTa TPOTPAMMHBIX CPEICTB
samuiieHasix TKC» BXoauT:

1. Meroauyeckue yKazaHus MO BBIMOJIHEHUIO MPAKTUUYECKUX PabdoT.

2. JlomOJHUTENBHBIN JIEKIIMOHHBINA MaTepra

Konmpons ucnonnenus camMOCTOSITEIBHBIX PAa0OT OCYIIECTBISIETCS MPENOgaBaTeieM C
y4acTUEeM CTYJEHTOB B (popMe 00CYKI€HUS BBIIIOJHEHHBIX 331aHUN U padoT.
Hcrounuku [u1st caMOCTOATENBHON IOATOTOBKHU:

1. Ananuenko, M.B., MHdopmannronHas 0e30MacHOCTh TEIEKOMMYHUKAIIMOHHBIX CHUCTEM.
Yacte 1. Anmaparsasie ximtoun e€Token. CpenctBo 3amutel eToken Network Logon:
yuebHoe mocobue / U.B Amnanuenko, I[L.U. Cmupnos, FO.M. [anapenko. — CII0.:
PITMY, — 2016. — 24 c., .

5.3. [IpoMe:KyTOUHBII KOHTPOJIB: IK3aMeH

IMepeyennb BONPOCOB /1151 MPOMEKYTOUHOI aTTecTannu (3K3aMeH):
1. CocraB u KpaTKas XapaKTEPUCTHUKA OCHOBHBIX YTPO3 JOCTYITHOCTH?
2. CocraB u KpaTKas XapaKTepUCTHKA OCHOBHBIX yTPO3 LIEJIOCTHOCTH?
3. CocTtaB ¥ KpaTKas XapaKTEpPUCTHKA OCHOBHBIX yTPo3 KOH(PHICHIIMATIEHOCTH?
4. Knaccudukarus KaTeropuii XakepoB U UX 1iesei?
5. CocTaB M KpaTKas XapaKTEPUCTUKA OPraHU3al[MOHHO KOMMYHHKAaTUBHBIX cpeactB HCJL?
6. CocraB ¥ KpaTkasi xapakTepucThka Texanueckux cpeacts HCJL?
7. CoctaB M KpaTkasi xapakTepucTrka nporpamMmmubsix cpeacts HC/?
8. Xapakrepuctuka OCHOBHBIX yrpo3 Wb mnpu B3ammopeictBuu c Internet? TpeGoBaHus K
noJicuctemMe 3aimuThl oT yrpo3 b npu B3anmoaeiictBum ¢ Internet?
9.Knaccudukamnus ceTeBbIX aTak?
10. Omnpenenenue cHuddepa MakeTOB U XapaKTEPUCTHKA OCHOBHBIX CPEACTB 3alUTHl OT
cauddunra?
11. Onpenenenne IP cydunra n XxapakrepucTiKa OCHOBHBIX CPEJICTB 3aIUTHI OT HETO?
12. Ompenenenne arak Tuma DoS («oTka3 B 0OCTYKUBaHUU») U XapaKTEPUCTHKA OCHOBHBIX
CPEJICTB 3alIUThl OT HUX?
13. Onpeznenenre nNapoJibHbIX aTAK U XapaKTEPUCTUKA OCHOBHBIX CPECTB 3aLUTHI OT HUX?
14. Onpenenenue aTtak Ha ypoBHE IpuiiokeHud u Tuma Man in the Middle u xapakrepuctuka
OCHOBHBIX CPEJICTB 3aLIUThI OT HUX?
15. Onpenenenue cereBol pa3BEIKU U IEpeafpecalud NOPTOB U XapaKTEPUCTHUKA OCHOBHBIX
CPEJICTB 3alIUThI OT HUX?
16. OcHOBHBIE METOABI U YCIOBUS HEABTOPU30BaHHOIO noctyna k JIBC?
17. Kparkas xapakrepuctiuka ocHOBHbIX yciaouilt HCJI k JIBC?
18. KpaTkas XxapakTepuCTHKa OCHOBHBIX yCIOBHUI pacKpbITus JaHHbIX JIBC?
19. Kparkas xapakTepuCTHKa HEaBTOPU30BAHHOW MoOAM(UKAIMK [aHHBIX M MPOrpaMM U
OCHOBHBIX yCJIOBUH €€ BO3HUKHOBEHUSA?
20. KpaTkas XxapakTepuCTHKa OCHOBHBIX YCIOBUHM pacKpbITHs U MOAMEHbI Tpaduka JIBC?
21. Ocunorublie yrpo3st Ub JIBC mnpu pacnpeneneHHOM XpaHeHMH (DalloB M yHaJEeHHBIX
BBIYUCIICHUSX?
22. OcHOBHBIE CEpPBHCHI Oe30macHOCTH?
23. OCHOBHBIE IPUHLMUIIBI APXUTEKTYPHON O€30MaCHOCTH U MX KpaTKas XapaKTepuCTUKa?



24. CrtpykrypHas cxeMa cucteMbl 3W mnsi THMOBOW WHQPOPMAIIMOHHOW CHUCTEMBI, KpaTKas
XapaKTepUCTHUKA €€ OCHOBHBIX OJIOKOB?

25. OcHoBHBIE (YHKUUU HEHTPAIN30BAHHOTO YIPABICHHUS PHCKAMU W AJMHUHUCTPHUPOBAHUS
CHCTEMBI Oe30MacHOCTH?

26. OcHOBHBIE (PYHKIIMH 3aLIUThI YIIPABJICHUS TPUIOKECHUSIMU?

27. OcHOBHbIE (DYHKIIMU 3alLIUThl CUCTEMBI CETEI?

28. OcHOBHbIE (PYHKIIHMHU 3allUThl KOHEYHBIX [10JIb30BATENCH?

29. Knaccudukanus CpeAcTB 3alIUThl MPOrPaMMHOTO OO0ECIEYEeHUS M XapaKTePUCTHKA WX
OCHOBHBIX KaT€TOpHii?

30. Krnaccudukamust CpeAcTB 3alluUThl B cocTaBe BbUucHuTensHOH cuctembl (BC) u
XapaKTEepPUCTUKA UX OCHOBHBIX OCTABJISIOIIUX?

31. IlpuHUMIBI OpraHU3alMU M TEXHUYECKOTO HCIOJHEHMS 3allUThl MarHUTHBIX JIUCKOB H
3allUTHBIX MEXaHU3MOB ycTpoiictB BC?

32. IIpyHUIMIIBI OpraHU3alMd U TEXHUYECKOTO HCIOJIHEHHUS 3aMKOB 3aIlMThl M 3aIUTHI THMA
«U3MEHEeHHE PYHKIUN»?

33. Kiaccudukanuusa cpeacrBa 3alllUThl € 3ampocoM HHGOPMalUU M XapaKTEpUCTUKA HUX
OCHOBHBIX COCTaBJISIOLINX?

34. HaznaueHue u npuHUUN GOPMUPOBAHUS MTAPOJIEH, IHUPPOB, CUTHATYD?

35. Ha3HaueHue 1 OCHOBHBIE PUHIIMIIBI TOCTPOEHUS aIlllapaTyphl 3alUThI?

36. Kiaccudukanus CpeacTB AaKTHUBHOW 3allUTBl M XapaKTEPUCTHMKA MX OCHOBHBIX
COCTaBJISOIINX?

37. OnpeneneHne U XapakKTEPUCTUKA OCHOBHBIX BHYTPEHHHX CPEACTB aKTUBHOM 3alIUTHI?

38. OnpeneneHne U XapaKTEPUCTUKA OCHOBHBIX BHEIIIHUX CPEJICTB AKTUBHOW 3aI[UTHI?

39. Kiaccudukanuss CpeacTB MAcCHBHOM 3alIMThl M XapaKTEPUCTHKA WX OCHOBHBIX
COCTaBJIAIOIUX?

40. Ha3znayeHue 1 OCHOBHBIE TIPUHIIMIIBI OpPraHU3aNK WACHTU(PUKAIIAN TporpaMMm?

41. Ha3zHaueHre U OCHOBHBIE MPHUHITUIIBI TOCTPOEHUS YCTPOMCTB KOHTPOJIS?

42. O0muii coctaB TpeboBanuii mo odecnedeHuto Nb?

43. TpeboBaHus K TPOrpaMMHO-aNIIapaTHBIM CpeICTBaM?

44, TpeboBaHHs K MOJACUCTEME HICHTU(PUKAIINKA U aYyTCHTH(UKAIIH ?

45. TpeboBaHHs K TIOJCUCTEME YIIPABJICHHS JOCTYIIOM?

46. TpeboBaHHs K TIOJICUCTEME MPOTOKOJUPOBAHUS ayuTa?

47. TpeboBaHus K MOJCHCTEME 3alIUTHl IMOBTOPHOTO HCIIOJIb30BAHUS OOBEKTOB M K 3alllUTe
KpPUTUYHOHN uHGOpMAIIu?

48. TpeboBaHus K cpeAcTBaM 00eCIeueHUs IeTOCTHOCTH?

49. TpeboBanus k cpeacTBam yrpasienus 1Mb?

50. O6wuit coctaB TpeOOBAHUI K MEKCETEBOMY SKpaHy?

51. Tlogcucrtema ympaBi€HHS [OCTYIIOM B aBTOMATU3HPOBAHHOW CHUCTEME U OCHOBHBIC
TpeboBaHus K HeW uis 3amuThl oT HCJL?

52. TlogcucteMa perucTpallid W ydeTa B aBTOMATU3HPOBAHHOW CHUCTEME U OCHOBHBIC
TpeboBaHus K HeW s 3amuThl o HCJL?

53. Kpunrorpagpuueckas mnoacuctema 31 B aBTOMAaTU3MPOBAHHOM CHCTEME M OCHOBHBIE
TpeboBaHus K Hel ans 3aumTel oT HC/L?

54. Tlogcuctema oOecredeHUsi LEJIOCTHOCTH B aBTOMATH3UPOBAHHOHM cHCTEME U OCHOBHBIE
TpeboBaHus K Hel ans 3aumTel oT HC/L?

55. Tlokazarenu 3amumeHHocT MHGopMmanuu oT HCJ a7 KOMIBIOTEPHBIX CHUCTEM M HX
KpaTKasl XapakTepuCcTHUKa?

56. Iloka3zaTenu 3alIUIIEHHOCTH MEXCETEBBIX SKPAHOB M UX KpaTKas XapaKTepUCTHKA.

57. Dnexrponnsle kmoun Guardant. DnekrponHbli Kitou Guardant Sign. DNEKTPOHHBIN KITIOY
Guardant Code. JIunieH3upoBaHue ceTeBbIX MPUIIOKEHUH. 3alUIIEHHbIE CXEMBI TPOJIaXK.

58. Dnextponnsle kimoun Guardant. Guardant SP. Cepmep axtuBauuu. ITpunium paGoThl.
TexHudyeckne XxapakTepUCTHKU.



59. Dnexrponnsie katoun Guardant. Beibop monenu kimoga. 3ammra Windows-IpHiioKeHHIA.

60. Dnekrponnsie kiroun Guardant. Beibop mMonenu kimoda. YaaneHHOE OOHOBJICHHE TaMSITH
kmoua. Guardant TRU API

61. Kommuiektsl pazpadorunka Guardant. Beibop Mozenu kioya.

62. DOnextponnblii wuneHtuduxarop Rutoken. Onexkrponnsiii wunentudukatop Rutoken.
Kommuekt pazpabotunka Rutoken

63. Komrutekr pa3zpaboTtunka Rutoken. Diekrponnsie uneHTudUKaTopbl Pyroken Web.

64. Anmaparneie moun 3amuthl cepun SENTINEL HASP. Anmapathbeie KIIOYM 3aIlIUTHI
SENTINEL HASP 4-ro u 5-ro moxoJsieHusl.

65. Kirtou Guardant: Ha3HaueHHEe, OCHOBHBIE XapaKTEPUCTHKH, TpUMep ucroibp3oBanus Net.

66. AnmapaTabie kimroun 3amuThl RuToken

67. Undpactpykrypa ¢ oTKpbIThiMU Ktodamu PKI. AmmapaTasie kimroun 3amutel e Token

68. BupTyanpHbIe 3alMIIIEHHBIE CETH: BUBI, XapaKTEPUCTHKN M BAPHAHTHI PEATH3aIINH.

69. Kirtou eToken: Ha3HaueHMe, OCHOBHBIE XapaKTEPUCTHKH, TPUMED UCIIOTH30BAHUS

70. Kirtou ruToken: HazHaueHUe, OCHOBHBIE XapaKTEPUCTHKH, TPHUMEP UCIIOIB30BAHUS

71. Anmapatnsie kmroun 3amuthl cepuiik HASP HL u HASP 4. CpaBHutenbHble
XapaKTePUCTHUKH, 00JIACTh PUMEHEHHUSL.

72. Viconb3oBanue amnmapartHeix kimrodeld 3amuThl eToken m SENTINEL HASP is 3amuTsl
[10 u undopmanuu noiab3oBaTene.

73 Tlonstne — wHpOpMaIMOHHas Oe3omacHOCTh. MH(MopManmoHHas Oe30MmacHOCTh B cdepe
KOMIIBIOTEPHBIX CETEBBIX TexHoorui. [IpoTokon https, kpunronporokonsr SSL, TLS.

74. 3amuTa MOYTOBBIX CUCTEM. 3alllUTa CEpBEPOB U pabOUMX CTaHIMH. 3aluTa MPOrpaMMHOTO
obecrieueHrss — OOIIME MOAXOJbl WU MPHUHLMIBI. JIEKTPOHHbIE IMQPPOBBIE CEPTUPHUKATHI.
[Ipunnun padotel. DopmanbpHoe onucanue. CTpykTypa ceprudukara. Poccuiickue ctaHaapThl.
75. 3ammTa mporpaMMHOTO 00€CTIeueHHs ¢ IIOMOIIBIO anmapaTHbIX Kiatouel cepun Guardant

76. CeMeicTBO AJIEKTPOHHBIX Kitoued Guardant uist 3alIMTBI TPOTPAMMHOTO OOECTICUCHUS OT
HECaHKIIMOHUPOBAHHOTO KOMMPOBAHHUS U PaCIIPOCTPAHEHUS.

77. Yactueie cetu (VPN): mpuHIUIBI TOCTPOCHUS, KOHPUTYypUPOBaHNE, BAPUAHTHI peaTU3aIliH.
78. 3ammTa nmporpaMMHOTO oOecrieueHus ¢ momoinpio annapatHsix kmrodeit SENTINEL HASP
HL, Hasp 4.

79. Kimroun cepuit SENTINEL HASP HL u Hasp 4. O6Gmacth npuMeHEHHS, OCHOBHBIE OTIUYHSI.
80. DnekTpoHHBIN KITFOY (anmmapaTHbId KiIrod). [IpuHIUMIBL paboThl, KiIacCH(pUKALMI, TPHUMEPHI
UCIO0JIb30BAHUS.

81. Kitoun cepuii ruToken u €Token — cpaBHUTENBHAS XapaKTEPUCTHKA, 00JIACTh PHMEHEHHUSL.
82. Texnomormu ayreHTU(UKanuu u mudpoBanusa. Peammsanus Oe30macHON ceTeBO
uH(PaCTPyKTYpHI Ui web-cepBepa.

83. 3ammra [1O ¢ noMoIbio anmapaTHBIX WM MPOrpaMMHBIX Kitoueil Sentinel HASP

Oo0pa3zen 3K3aMeHANMOHHOI0 OWJIeTAa:

Ne 1
1)Knroun cepuit ruToken wu eToken — cpaBHUTETbHAs XapaKTepPHCTHKA, 00IaCcTh
MIPUMEHEHMSL.

2)3aiura mporpaMMHOTO 00ECIICUCHHsI ¢ MOMOIIBIO aIapaTHhIX Kiroueld cepun Guardant.
Nudpactpykrypa ¢ otkpsithivu kitouamu PKI. Anmapartabie kimtoun 3ammthl eToken

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecneyeHne JUCHUIIMHBI



a) OCHOBHAf JIUTepaTypa:

1. Kazapun, O. B. IIporpammuo-anmapaTHble CpeJCTBAa 3aIIUTHl HHPOpPMALUH. 3arimra
MPOrpaMMHOTO obecnieueHus : y4eOHUK M mpakTukyMm it By3oB / O. B. Kazapun, A. C.
3ababypun. — M. : UznarensctBo FOpaiit, 2018. — 312 c.

2. Amnanuenko, W.B., MudopmanmonHas 0e30mMacHOCTh TEIEKOMMYHHKAIMOHHBIX CHCTEM.
Yacte 1. Anmaparasie kimoun eToken. Cpencto 3amuter eToken Network Logon: yue6Hoe
nocobue / U.B Ananuenko, [1.1. CmupnoB, FO0.M. lllanapenko. — CI16.: PITMY, — 2016. —

24 c., uiL

0) 10MOJIHUTEJILHAS JTUTepaTypa:
1. IIpoexkTupoBaHue 3alIMIIEHHBIX HHQOPMALIMOHHBIX cucTeM [Tekcr] : yueOHoe nmocodue. Y.

1. KoHcrpykropckoe npoektupoBanue. 3amura ot ¢pusndeckux nodeit. . I1. I1. beckun,
B. 0. Cyxononbckuit, FO. M. llanapenko. — CII6.: U3n-Bo PITMY, 2008. — 195 ¢
B) MporpamMmMHoe odecneueHue u MHTepHeT-pecypcehl:

Www.intuit.ru — HarimoHanbHbINH OTKPBITBIA YHUBEPCUTET

1. Onepanmonnsie cuctemsl: cemeiictBa Windows (He Hmke Windows 7), Linux.

2. JInst BBIIOJTHEHHSI TA0OPATOPHBIX pabOT MCIOIB3YeTCs criennanu3upoBandoe [10:

ViPNet SafeDisk;

ViPNet Personal Firewall Linux;

VipNet Personal Firewall.

9. MeToauyecKkue yKa3aHus 1Jisi 00y4al0UUXCsl 10 OCBOECHHUIO U CIUIIHHBI (MO1YJIs1)

Opraau3zanus 1esTeIbHOCTH CTYACHTa

Jleknus

Hanucanue koHcnekTa JEeKUUNA: KpaTKo, CXeMaTHUYHO, MOCIIEI0BATEIbHO
(uKkcupoBaTh OCHOBHBIE  TIOJIOKEHHUS, BBIBOJBI,  (OPMYIHPOBKH,
000011eHus; TIOMEUYaTh Ba)KHBIE MBICIH, BBIIEIATH KIIOUEBHIE CIIOBA,
TepMuHbl. [IpoBepka TEpMUHOB, MOHATUH C MOMOUIBIO SHUMUKIIONEIUH,
CIIOBapeil, CIPaBOYHHKOB C BBIMCHIBAHHEM TOJIKOBAaHUII B TETpPallb.
O0603HaunUTh BONPOCHL, TEPMHHBI, MaTepuan, KOTOPHIH BHI3BIBACT
TPYAHOCTH, TIOMETUTh U TMOMBITATHCS HAWTU OTBET B PEKOMEHIyeMOit
autepatype. Eciu camocTosiTensHO HE ymaercs pa3o0parhCsi B
MaTepuaie, HeoOXxoauMo  cOopMYyIHpOBaTH  BONPOC U 3a1aTh
pernoaBaTellio Ha KOHCYIbTAllMK, HA TPAKTUYECKOM 3aHSATHH.

IIpaktuueckue

Ha MMPAKTHYCCKUX 3aHATHUAX BBIIIOJHAOTCA 3aldaHUA 110 o0ecreyeHuIo
PIH(I)OpM&I.[PIOHHOI’I 0€30IMaCHOCTH C HCIIOJb30BAaHHEM IporpaMMHO-
afrapaTHbIX CPEACTB, U3YUYCHHBIX BO BPEMs JICKIHUOHHBIX 3ansaTui. Kak
IMpaBUJIO, Ha KaAXIOM 3aHATUHU CTYACHT HNOJIKCH IIOKA3aTb PE3YIIbTAThbI
BBITIOJIHCHUSA MPAKTHYCCKOI'O 3aIaHUs TIPCTIOAaBaATCIIIO.

Bueaynuropnas
pabota

IMPEACTABIISICT coboit BU/J 3aHHTHﬁ, KOTOPBIC KaXKIbIi CTYACHT
OpraHu3yCT " IUIAHUPYET CaMOCTOATCIIBHO. CaMocTosTenbHas pa60Ta
CTYACHTOB BKJIHO4acCT CaMOCTOATCIIbHOC HU3YUCHUC pa3aciioB
JUCITUITIIMHBI.

IloaroroBka
3a4€Ty

[Ipu noaroroBke K 3a4eTy HEOOXOIUMO OPHEHTHPOBATHCS HAa KOHCIEKTHI
JIEKIUHI, pEKOMEHIYEMYIO JIUTEPATYPY U Jp.




8. I/IHq)OpMaIIHOHHbIe TEXHOJIOT'MHU, HCITOJB3YEMBbIEC IIPU OCYIHICCTBJICHUMN
06p330BaTeJIbHOFO npouecca mo JMCuuIlinHe, BRJIKIYas NePpeucHb NNporpamMmmMHOro
odecrnevyeHus U I/IHq)OpMaIII/IOHHBIX CIIPpaBOYHBIX CUCTEM (l'[pI/I HGOGXOJII/IMOCTI/I)

Tema (pazneinn) AUCHUIIITUHBI OO6pazoBarenbHble ITepeueHb IpoOrpaMMHOTO
u obecrieueHus 1
uH(GOPMAIMOHHBIE | WH()OPMAIIMOHHBIX CIIPABOYHBIX
TEXHOJIOTUHU CUCTEM

OCHOBBI HCIOJIB30BaHMs porpammuo- | [Ipakruueckas | MS Office 2010

anmapaTHBIX CPEICTB I 00eCIICUCHHUS AnmapartHble  KIIOYA ~ CEpHi

MH(POPMAIIMOHHOHN 0€301acHOCTH. SENTINEL HASP, Guardant,
eToken, ruToken.

Wnentudukamnus mons3oBateneii KC — | IIpakTrueckast MS Office 2010

CyOBEKTOB JI0CTYNA K JJaHHBIM Internet Explorer
AnmnapatHble  KJIIOYH  Cepui
SENTINEL HASP, Guardant,
eToken, ruToken.

CpenctBa W MeToAbl orpaHudeHws | [IpakTmueckas MS Office 2010

nocTyna K (aiinam ArnmapaTHble  KIOYH  CEpHM
SENTINEL HASP, Guardant,
eToken, ruToken.

OCOOEHHOCTH 3alllUTHl JAHHBIX OT [TpakTrdeckas MS Office 2010

n3meHeHnd. [IporpammMHo-annaparHsle ArnmapaTHble  KIOYH  CEpHM

cpencrBa mudpoBaHUs SENTINEL HASP, Guardant,
eToken, ruToken.

[Toctpoenue nmporpammuo-anmapatusix | IIpaktuueckas | MS Office 2010

KOMIUIEKCOB MU (PPOBAHUS AnmapaTtHble  KJIIOYM  Cepuid
SENTINEL HASP, Guardant,
eToken, ruToken.

Mertoasl u cpenctBa orpaHudeHus | IIpakTudeckas MS Office 2010

JIOCTyTa K KoMroHeHtam 9BM AnnapaTHble ~ KJIHOYM  CEepUid
SENTINEL HASP, Guardant,
eToken, ruToken.

Oco0OEHHOCTA 3alIUThl JaHHBIX OT [IpakTrueckas MS Office 2010

u3Mmenenus. [IporpamMmmMmHo-anmnapaTHbie AnmapatHple  KJIIOYA  CepHid

cpencTBa mudpoBaHUs SENTINEL HASP, Guardant,
eToken, ruToken.

3amura OporpaMm  OT — H3Y4YEHHS. [IpakTrueckas MS Office 2010

AnmapaTHbeIl K04 C TOYKH 3pEHUS AnmapatHple  KIIOYA  CEpHid

ANEKTPOHHKH. SENTINEL HASP, Guardant,
eToken, ruToken.

3amura oT paspymaromux | [Ipaktuueckas MS Office 2010

MIPOrPAMMHBIX BO3JICHCTBUI. AnmapaTtHble  KIIOYA  CEpHi
SENTINEL HASP, Guardant,

eToken, ruToken.

9. Oco6eHHOCTH 0CBOCHHSI AUCHMIIIMHBI VI HHBAJIU/I0B U JJUI ¢ OrPAHHYCHHBIMU

BO3MOKHOCTAMM 310POBbS

06yquI/Ie o6y11aroumxc;1 C OI'paHNUYCHHBIMHU BO3MOKHOCTAMU 300POBBA IIPU HCO6XOIII/IMOCTI/I

OCYIICCTBJIACTCA Ha OCHOBC a,[[aHTI/IpOBaHHOﬁ pa60qel71 nporpamMmel € UCIIOJIb30BAHUCM




CHEIMAIbHBIX METOJIOB OOYYCHUS U JTUJIAKTHUECKUX MATEPUAIIOB, COCTABIICHHBIX C yIETOM
0COOCHHOCTEH MCUXO(PU3NICCKOTO PA3BUTHSL, MHIUBUIyaTbHBIX BO3MOKHOCTEH U COCTOSHHS

3JI0POBbS TAKUX 00YJarOIIUXCs (00y4Jaromerocs).

[Tpu onpenenennu GopMbI MPOBEACHUS 3aHATHH ¢ 00Y4aIOUTMMCS-HHBAINIOM
YUUTBIBAIOTCS PEKOMEHIAIMH, COAEPKALLMECS B UHIMBUyaIbHOU ITpOrpaMMe peaduinuTanuu
MHBAJIUAA, OTHOCUTEILHO PEKOMEH/I0BAaHHBIX YCIIOBUN U BUAOB TPYAA.

[Tpu HeoOXomUMOCTH 1Tt 00YUAIOIIUXCS U3 YKMCIIa MHBAJIHU/IOB U JIUI] C OTPAaHHYCHHBIMH
BO3MO>KHOCTSIMH 3/I0POBBSI CO3AAI0TCS CIIEUAIBHBIC PA00YNe MECTa C YI€TOM HapyIICHHBIX
GyHKIUH ¥ OTpaHMYCHUN )KU3HEACSI TEIHHOCTH.

10. MaTepuajibHO-TEXHUYECKOE 00ecTeyeHue I CIHMIMHBI

VY4eOHasi ayAuTOpUU Ui TPOBEICHUS 3aHSATUN JIEKIIMOHHOTO THIA — YKOMIUIEKTOBaHA
CHeIUaTu3upOBaHHON (yueOHOI) MeOenbio, HaOOpOM JEMOHCTPAIIMOHHOTO OOOpYIOBaHUS U
y4eOHO-HarISAHBIMU ~ TOCOOMSMHU,  OOECTEUMBAIONIMMU  TEMATHYECKHWE  HILITIOCTPAIUH,
COOTBETCTBYIOIIKE Pa0OUYMUM y4EOHBIM IIpOrpaMMaM JIUCHUIUIUH (MOTyseil).

VYdeOHass aymuTOpPUH JUTsl TIPOBEJCHHUS 3aHATHH CEMHHAPCKOTO THIA - YKOMIICKTOBaHA
CHeIUaIu3upOBaHHON (Y4eOHOM) MeOETbI0, TEXHUUECKIMHU CPEACTBAMU OOYYEHHS, CITYyKAIluMHU
JUIS TIpe/ICTaBIeHUS yueOHO HHpOpMaITIH.

YueOHast ayaMToOpHWsl JUIS TPYIIOBBIX W WHIUBUAYAIbHBIX  KOHCYIBTAIlMA -
YKOMIUIEKTOBaHa CIEUUAIU3UPOBAaHHON (yuyeOHOW) MeOenblo, TEXHHYECKUMHU CpelCTBaMu
00y4eHMS, CITY>KAIMMU JJIs PEJCTaBICHUS yueOHOH nHGOpMAaIIHH.

VYyeOHas ayauTopusi [UIsi TEKYIIEro KOHTPOJs W TMPOMEKYTOYHOW aTTecTaluu -
YKOMILUIEKTOBaHa CHEIUaTU3UPOBAaHHON (yueOHOM) MeOenblo, TEXHHYECKHMMHU CpeACTBaMU
00y4eHMS, CITYKAIMMU JJIs PEJCTaBICHUS yueOHOH nHGOpMAIIHH.

[Tomemenne s XpaHeHHsT W TPOQPIIAKTHYECKOTO  OOCTYKHUBaHHS  y4eOHOTO
o0opynoBaHHUA — YKOMIUIEKTOBAHO  CHENHMAIM3UPOBAHHON  MeOenbio A XpaHEHHs
000py/IOBaHUS U TEXHUYECKUMU CPEACTBAMHU ISl €10 00CTyKUBAHUSI.
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