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1. Hean ocBoeHUS AUCHUILINHBI
Hear aucounmianubl  «OCHOBBI  CHUCTEMHOIO  aJIMUHUCTPUPOBAHUS  —
MPUOOPETEHUE CTYJICHTAMHU TEOPETUYECKUX 3HAHUM W MPAKTHUUECKUX HABBIKOB IO
aIMUHUCTPUPOBAHUIO JIOKAJbHBIX CETEd Ha OCHOBE Haubosiee MOMYJISIPHBIX
OTEPAIIMOHHBIX CUCTEM.
OcHOBHBIE 321a4M IUCHUILINHBI:
— O3HAKOMJICHUE C CETEBBIMM TEXHOJOTHSIMU [OCTPOCHUS  JIOKAJIbHOU
BBIYUCIIUTEILHON CETH;
— TnpuoOpeTeHHe CTyIeHTaMU 3HaHUK 00 OCHOBaxX aJMUHHUCTPUPOBAHUU CETEBBIX
OTEPAIIMOHHBIX CUCTEM;
— TpuoOpeTeHre MPAKTUYECKUX HABBIKOB IO BHIOOPY Pa3BEPTHIBAHUIO CETEBBIX
CIy>k0, HACTpPOIlKE CETEBBIX MPOTOKOJOB, MOBBIMICHUIO 3()PEKTUBHOCTU

paboThI CeTH M 00ECTICUYSHUIO 3AIUTHI JaHHBIX.

2. Mecto mucuunianHbl B ctpykrype OITOII

HNucuumiuaa «OCHOBBI CUCTEMHOTO aJMUHUCTPUPOBAHUS VISl HANpaBICHUS
noaroroBku  38.03.05 «busHec-uHpopMaThKa» OTHOCHTCS K JUCHUILUIMHAM
BapUATHUBHOM 4acTHu OJIOKa.

JInst OoCBOEHUS JUCHMIUIMHBI HEOOXOAWMBI 3HAHMS, YMEHHUS W HaBBIKH,
MOJyYCHHbIE OOydYarolMMHUCS TpU  HU3ydeHUH 0a30BOM YaCTH  AUCIUILUIUMH
«HoCcTpaHHBIN A3bIK», «TeopeTuueckue OCHOBBI MHPOpMATUKN», «OnepariuoHHbIe
U TEIEKOMMYHUKAIMOHHBIE CHUCTEMBD», «YTpPaBICHUS JAaHHBIMU MPEATPUITUSY,
«ndopManiioHHbBIE ~ TEXHOJOTUM  O0pabOTKM  JaHHBIXY, «ApXuTeKTypa
KOPIIOPaTUBHBIX UH(DOPMALIMOHHBIX CUCTEM, i1 Habopa 2015 — 2016.

[TapamnenbHO ¢ IUCUUIITMHON UIET n3ydeHnue aucuuiivg «IT-0uznecy,
«HdpopmanmornHas 0€30MacHOCTbY, «AHaINU3 OU3HEC-MPOIIECCOB U MPOSKTUPOBAHNE
nHpOpMaIIMOHHBIX cuctem», «IT-OM3Hec U MHHOBaLMNY, «YTPaBICHUE PAa3BUTHEM
nHpopmMarmoHHeiX cucrtem», «llonckoBbie cuctembl B MHTepHETe» Yy CTyAEHTOB
2015 — 2016. Jucuunnraa «OCHOBBI CUCTEMHOTO aJIMUHHUCTPUPOBAHUS» SIBIISIETCS

O6azoBoii gy uwsyueHuss — auctuiuimH:  «IT-Omzmec», «MubDopmannonHas



0€30MacHOCThY, «AHAIN3 OU3HEC-TIPOLIECCOB U MPOEKTUPOBaHKE UH(OPMAIIMOHHBIX
CUCTEM», «YTIpaBJIEHUE Pa3BUTUEM UH(OPMAIIMOHHBIX CUCTEM) y  CTyACHTOB

2015 — 2016 roga nadopa u «IT-6uznec.

3. Komnerenunu o0yuamwierocs, popmupyembie B pe3yibTaTe OCBOCHUSA
TUCIHUTIJIMHBI

[Iponiecc m3yueHus] NUCHUIUIMHBI HamNpaBieH Ha (GOPMUPOBAHUE CIEAYIOUIUX

KOMIIETEHIIAN:
KOMHI::"):HIII/II/I Komnerenus
K — 2 [IpoBeneHue ucciaeOBaHUs U aHAIM3a PhIHKA MH(POPMALMOHHBIX CHCTEM H
MH(POPMALIMOHHO-KOMMYHUKATUBHBIX TEXHOJIOTH.
K — 3 Bribop panmoHanmbHBIX HH(POPMAIMOHHBIX CHCTEM U HH(POPMALHUOHHO-
KOMMYHHUKATHBHBIX TEXHOJOTHH pelIeHHs JUIsl YIIpaBJIeHHUs] OU3HECOM.

B pe3ynbTaTe 0cBOEHUS KOMIETEHIIMHI B paMKaX TUCHUIUTMHBI « OCHOBBI
CUCTEMHOT0 aAMUHUCTPUPOBAHUS O0YyHAIOIIUNCS TOTKEH:
3HaTh:

— OCHOBHBI€ 3Tallbl TPOCKTUPOBAHUS KOPIIOPATUBHOM CETH;

— KpUTEPHUH BIOOpA CETEBOU ONMEPaIMIOHHON CUCTEMBI;

— OINHKCAaHWS HAa3HAYEHUE U TMPHUHIMIBI OpraHMW3alMu W PadbOThl OCHOBHBIX
CETEBBIX CIIYKO OmepanuoOHHBIX cucTeM (CiaykObl karanoros, ciyk6 DHCP,
DNS, WINS u 1p.);

— Kak COOOIIUTH O MPUHIUIIAX OpTraHU3alMU 3aIIUThl HHOPMAIIUU B CETH;

— COBpPEMEHHBIE OIlepallMOHHBIE Ccpeabl U 00JacTH uX U APEHEeKTUBHOTO

IIPUMCHCHMUA,

MOCTIEIOBATENBLHOCTD U TPOLEYPHI INIAHUPOBAHUSA CTPYKTYPHI CETH.

YMmeTh:

— TPUMEHATH  PE3EPBHOE  KOMUPOBAHHME M  BOCCTAaHOBJIEHHE  CHUCTEMBI,
HacTpauBaTh CETEBBIE CIYKObI, TPYNIOBYIO MOJUTUKY, YIIPABISITH JOCTYIIOM K

pecypcaM, YYCTHBIM 3allUCAM M0JIb30BaTeNICH U KOMIIBIOTCPOB;



— HCIOJB30BAaTh  METOALI  oOecreueHuss  pabOTOCIIOCOOHOCTH  CETEBOM
OTEPAIMOHHON CHUCTEMBI;

— aHAJM3UPOBATHh MOHUTOPUHT CHUCTEM.

Baajaern:

— TMPOBEJICHHEM OIIEHKH UCIOJIb30BaHUsI CPEJICTB CETEBOM OIepalluOHHON
CHCTEMBI;

— yIpaBlIeHHEM OKpYKEHUEM MOJIb30BATEIIS u KOMIIBIOTEPA,
KOH(UTYpUPOBAHHEM CEPBEPA;

— HAJIAJIKOW Y HACTPOWKM ayAUTa YUYETHBIX 3AIIMCEN U PECYPCOB

OcCHOBHBIE TIPU3HAKU TMPOSBICHHOCTH (DOPMUPYEMBIX KOMIETEHIMI B
pe3yiibTaTe OCBOCHHUSI MUCHHUIUIMHBI «OCHOBBI CHCTEMHOTO aJMUHUCTPUPOBAHUS
CBeJIeHBI B Tabmmmax 1, 2.

Taoauua 1. Pe3yabraTsl 00y4eHusl.

Kon PesyabTaTsl 00yyeHus
KOMIIeTEeHIIHH

3HaTh:

— OCHOBHBIE ATalbl IPOEKTUPOBAHNS KOPIIOPATUBHOM CETH;

— KpUTepuH BHIOOPA CETEBOI ONEepaIlMOHHON CUCTEMBI;

— ONMCaHUS Ha3HAYCHHE U MPUHLHUITBI OPraHU3aUHN U PaOOThl OCHOBHBIX
CETEBBIX CITYKO OMepaIiMOHHBIX CUCTEM (CITyKObI KaTajaoroB, CIyxo
DHCP, DNS, WINS u ap.);

Ymern:

TIK-2 — IPUMEHATH PE3EPBHOE KOIMMPOBAHUE U BOCCTAHOBIEHUE CUCTEMBI,
HACTpauBaTh CETEBbIE CTYKObI, TPYIIIOBYIO NOJIUTUKY, YIPABIATH
JIOCTYIIOM K pecypcaMm, yYeTHBIM 3allMCsM M10JIb30BaTeNel U
KOMIIBIOTEPOB;

Baanern:

— IPOBEICHHEM OLICHKHU MCIOJIb30BaHUS CPEICTB CETEBOM ONEPallMOHHOM
CUCTEMBI;

— YIpaBJIEHHEM OKPYXEHHEM I10JIb30BaTEN U KOMIIBIOTEPA,
KOH(HUTypUPOBaHHEM CEpPBEPA;

3HaTh:
— Kak COOOIIMTH O MPUHIIMIIAX OPraHU3alUH 3aIUTH HHPOPMALIUHU B CETH;
— COBpEMEHHBIE ONEPAI[IOHHBIE CPEIbI U 00IACTH UX U APPEKTUBHOTO
NIPUMEHEHHUS;
I1K-3 — TOCIIE0BATENbHOCTh U MPOLIEIyphl TUIAHUPOBAHUS CTPYKTYPBI CETH.
Ymern:
— TPHUMEHATH Pe3epPBHOE KOMMPOBAHHE U BOCCTAHOBJICHUE CUCTEMBI,
HACTpauBaTh CETEBbIE CITYKObI, TPYIIIOBYIO NOJIUTUKY, YIPABIATH
JOCTYIIOM K pecypcam, YUETHBIM 3aIHCsM T0JIb30BaTeNIeH U




KOMIIBIOTEPOB;
— HCTOJBh30BaTh METOABI OOeCTieueHUsT paboTOCIIOCOOHOCTH CETEBOU
ONEPALMOHHON CUCTEMBI;
— aHAJIU3MPOBAThb MOHUTOPHUHI CUCTEM.
Baanern:
— YIpaBJIEHHEM OKPYXEHHEM I10JIb30BaTEN U KOMIIBIOTEPA,
KOH(HUTypUpOBaHHEM CEpPBEPA;
— HaJaJKOM Y HACTPOMKM ayJuTa YYETHBIX 3aIIMCEH U PECYPCOB




Taﬁ.Jmua 2. CooTBeTCTBHE yPOBHeﬁ OCBOCHMN KOMIICTCHIIMH IVIAHUPYEMbBIM peE3yjadbTaTaM Oﬁy‘leHI/lﬂ H KPUTECPUAM HX

OlICHUBaHUA.
YpoBenn PesyabTaT 00yyeHus
O0CBOEHUS
KOMIIETeHIIHH TTK-2 TTK-3
3naer: 3naer:
— OCHOBHBIE 3Tallbl IPOESKTHUPOBAHUS KOPIIOPATUBHOM CETH; — Kak COOOMIMTH O MPUHITUNAX OPTaHU3AINH 3AIIUTHI
— KpHUTEpHUU BBIOOpA CETEBOW OMEPAIMOHHON CHCTEMBI, nH(pOpMAIIUU B CETH,
Ymeer: — COBpEMEHHBIC OTEPAIMOHHBIE CPEIBI M 00JIACTH HX U
— TPUMEHATH PE3ePBHOE KOMMPOBAHUE U BOCCTAHOBJICHHE 3G HEKTUBHOTO TPUMEHEHUS;
N ——— CHCTEMBI, HACTPANBATh CETEBBIE CIIY>KOBI, TPYIIIOBYIO Ymeer:
MOJINTHUKY, YIPABJIATH JOCTYIIOM K pecypcaM, yUeTHbIM — aHaJU3UPOBATH MOHUTOPUHT CUCTEM
3alMCAM NOJIb30BATENEH U KOMIIBIOTEPOB; Baaneer:
Baageer: — HQJIAJKON M HACTPOMKH ayJHuTa YUYETHBIX 3alIUCEU U
— TMPOBEACHUEM OLICHKHU UCIOJIb30BAHUS CPEACTB CETEBOM pecypcoB
ONEPALMOHHON CUCTEMBI;
3naer: 3naer:
— OCHOBHBIE 3Tallbl IPOESKTHUPOBAHUS KOPIIOPATUBHOM CETH; — Kak COOOMIMTH O MPUHITUNAX OPTaHU3AIIH 3AIIUTHI
— KpHUTEpHUU BBIOOpA CETEBOW OMEPAITMOHHON CHCTEMBI, nH(pOpMAIIUU B CETH,
Ymeer: — COBpEMEHHBIC OTEPAIMOHHBIE CPEIBI M 00JIACTH HX U
— TPUMEHATH PE3€PBHOE KOMMPOBAHUE U BOCCTAHOBJICHHE 3¢ HEKTUBHOTO TPUMEHEHUS;
CHCTEMBI, HACTPAUBATh CETEBBIE CIIYKOBI, TPYIIIOBYIO Ymeer:
0a30BBII

IIOJINTHUKY, YIIPABJIATh JOCTYIIOM K PeCypcaM, y4E€THBIM
3aIKUCSAM I10JI30BATENECH U KOMIIBIOTEPOB;

Baaneer:

MPOBEICHUEM OLIEHKH MCIIOJIb30BAaHUS CPEJICTB CETEBOM
ONEPALMOHHON CUCTEMBI;

YIIPaBICHUEM OKPYKEHUEM MOJI30BATEIIS U KOMIIBIOTEPA,
KOH(UTYPUPOBAHUEM CEPBEPa;

MIPUMEHSATH PE3EPBHOE KOMMMPOBAHUE U BOCCTAHOBJICHUE
CHCTEMBI, HACTPANBATh CETEBBIE CIIYKOBI, TPYIIIOBYIO
MOJIUTHKY, YIIPABJIATH JOCTYIIOM K pecypcaM, YUCTHBIM
3alMCAM NOJIb30BATENEH U KOMIIBIOTEPOB;
aHaJII/I3I/IpOBaTI> MOHI/ITOpI/IHF CUCTEM

Baaneer:

YIIPaBICHUEM OKPY)KEHHUEM I10JIb30BATEIS U




KOMIIbIOTEPA, KOHPUTYPUPOBAHUEM CEpPBEPA;
— HaJaJKOM Y HACTPOMKM ayJuTa YYETHBIX 3alIUCEN U

pecypcoB

IIPOJIBUHYTHII

3Haer:

OCHOBHBIE JTallbl IPOEKTUPOBAHUS KOPIIOPATUBHOU CETH;
KPUTEPHH BIOOpA CETEBOM ONEPallMOHHON CUCTEMBI,
ONMCAaHU HA3HAYCHUE U NIPUHLUIIBI OPraHU3aLUU U

paboOThI OCHOBHBIX CETEBBIX CIIYKO OTMEPAIMOHHBIX CUCTEM
(cmyx0n1 katanoros, ciayxk6 DHCP, DNS, WINS u np.);

YMmeet:

IIPUMEHSATH PE3€PBHOE KOIIMPOBAHUE U BOCCTAHOBJICHUE
CHCTEMBI, HACTPAUBATh CETEBBIE CIIYKOBI, TPYIIIOBYIO
IIOJINTHUKY, YIIPABJIATh JOCTYIIOM K PECypcaM, y4E€THBIM
3aIUCAM I10JI30BATENECH U KOMIIBIOTEPOB;

Baaneer:

MPOBEICHUEM OLIEHKH MCIIOJIb30BAaHUS CPEJICTB CETEBOM
ONEPALMOHHON CUCTEMBI;

YIIPABICHUEM OKPY>KEHUEM MOJI30BATEIIS U KOMIIBIOTEPA,
KOH(UTYPUPOBAHUEM CEPBEPa;

3naer:

— Kak COOOMINUTH O MPUHIIUIIAX OPTraHU3aluU 3aIIUTHI
nH(pOpPMAIIUU B CETH;

— COBpEMEHHBIE ONePAIIIOHHBIE CPE/Ibl U OOJIACTH UX U
3¢ (HEeKTUBHOTO TPUMEHEHUS;

— TI0CJEN0BATENBHOCTD U IPOLEAYPHI IJIaHUPOBAHUS
CTPYKTYpPBI CETH.

Ymeer:

— IPUMEHSATH PE3EPBHOE KOMMPOBAHUE U BOCCTAHOBJIICHHUE
CHCTEMBI, HACTPANBATh CETEBBIE CIIYKOBI, TPYNIIOBYIO
MIOJINTUKY, YIPABIATH JOCTYIIOM K PECYpCaM, yUE€THBIM
3aMUCAM I10JIb30BATEIEN U KOMIIBIOTEPOB;

— HCIONB30BaTh METOBI O0ECTICUCHNUS
paboTOCTIOCOOHOCTH CETEBOM ONEPATMOHHON CHCTEMBI;

— aHaAJIU3UPOBAThb MOHUTOPHUHI CUCTEM.

Baapeer:

— YIpaBJICHUEM OKPYKEHHEM I10JIb30BATENSA U
KOMIIbIOTEPA, KOHPUTYPUPOBAHUEM CEPBEPA;

— HaJaJKOM M HACTPOMKHM ayJuTa YYETHBIX 3alIUCEN U

pecypcoB




4. CTpyKTypa M coJepkaHue JUCHUILTHHBI

OO6m1ast TpyA0€MKOCTh TUCIHUIUIMHBI COCTABISET S5 3aUueTHBIX eaunuil, 180 yacos

st cryaenTos 2015 — 2016 roga nabopa.

Obvem oucyuniunsl (MOOYJIsl) NO BUOAM YYEOHBIX 3AHAMUL

8 axademuyeckux yacax) ons cmyoeumos 2015 — 2016 2ooa nabopa

Bcero uacos

.. Ou4Ho-3204Hast 3aounas
O0BbéM TMCHHUIIIHMHBI Ounas ¢popma
¢popma (popma
00yueHust
o0y4eHHus1 o0y4eHus
KonrtakTHas padora
o0yyaomuxcsi ¢ npenogasaresei (1mo 48
BH/IAM ayIMTOPHBIX Y4eOHBbIX
3aHATHH) — BCEro:
B TOM YHCIIE: - -
JICKIIUU 24 - -
NPAaKTUYECKHUE 3aHATHS - - -
nabopaTopHas paboThI 24 - -
CamocrosiTe1bHAs padora 132
(CPC) — Bcero:
B TOM YUCIJIE: - - -
KypcoBasi paboTta - - -
Bua nmpoMexyTo4HOU aTrrecTanuu
3aver - -
(3auetr/IK3aMeH)

4.1. CTpykTypa AMCHUILIHHBI 1JIs cTyaeHToB 2015 — 2016 rona nadopa

Ounas popma odyuenus

Buasbl yueoHoi
padoThl, B T.4.
CaMOCTOSITeIbHAS
3ansaTua B
2| padoTa CTyJIeHTOB, DopMbI .
= aKTHBHOH U
Ne Pa3znen u rema 2 qac. TEKYIIEro DopmHpyeMble
S HHTEPAKTHBH
n/n AUCHHUILIMHBI 5 ) KOHTPOJIA . KOMIIeTeHIIUH
3 .|l oii popme,
© | 8 | o |ycmeBaeMocTH
= < o < qac.
S| S| g
2 | s =
) < o <
E B | B | O
Pasnen 1. BBenenue B ceTeBoe aIMUHUCTPHPOBAaHUeE.
1. | Tema I. IIpenmer, 3amura
3a7a4M U COJICpKAHUE nabopatopHoit [1K-2
Kypca. TILT LT -] 94 paboThL. B
I1K-3
OtBer Ha

BOIIPOC TI0




TEMCE.

Pasnea 2. IliianupoBaHne M YCTAHOBKA CHCTEMBI.

2. | Tema 1. OG30p 3ammura
cucrembl Windows nabopatopHoit K2
Server 2012 (2008). 1,7/ 1,7| - |94 |paGoTsL
ApXHUTEKTYypa CUCTEMBI. OtBeT Ha I1K-3
Cayx0a BOIIPOC 110
KaTaJoroB TeMe.
3. 3amura
Tewma 2. [logrotoBka k nabopaTopHOI K-2
YCTQHOBKE U YCTaHOBKa 1,7 1,7| - |94 |paGoTsL
Windows Server 2012 OtBer Ha [K-3
(2008) BOIIPOC IO
TeMe.
4 Tema 3. daiinosble Satpra .
cucrembl Windows nabopatopHoii [1K-2
Server 2012 L7 L7 - 94 pacoTL.
(2083).BesomacrocTs Otber ha TK-3
(halIoBBIX CUCTEM BOTPOC 1O
TeMe.
Pasnea 3. AnmunncrpupoBanne Microsoft Windows Server 2012 (2008).
S. 3amura
Tema 1. nabopaTopHOI
[1K-2
Hcnons3oBanue 1,711,7] - |94 paboThI.
Microsoft Management OtBeT Ha I1K-3
Console. BOIPOC TIO
TeMe.
6. 3amura
Tema 2. nabopatopHoit
[1K-2
AJIMHHHCTPUPOBaHUE 1,711,7] - |94 paboThI.
YYETHBIX 3aIlUCen OtBeT Ha I1K-3
IIOJIB30BATENIEH U IPYIIIL BOIIPOC 110
TeMe.
7. 3amura
Tewma 3. nabopatopHoit
[1K-2
AJIMHHHCTPUPOBaHUE 1,711,7] - |94 paboThI.
YYETHBIX 3aIlluCen OtBeT Ha I1K-3
IIOJIB30BATENIEH U IPYIIIL BOIIPOC 110
TeMe.
Paznen 4. Cucrema 6e3onacnoctu Windows Server 2012 (2008).
8. 3amura
Tema 1. nabopatopHoit
[1K-2
Wudpactpykrypa u 1,711,7] - |94 paboThI.
TEXHOJIOTHS OTKPBITOTO OtBeT Ha I1K-3
KJTI0Ya. BOIPOC MO
TeMe.
9. | Tema 2. IIporokon 3amura
. [1K-2
Kerberos B 1,711,7] - |94 nabopatopHoit
Windows Server 2012 paboThL. IK-3
(2008). OtBeT Ha




BOIPOC MO
TeMe.
10. 3amura
Tema 3. Cpencraa nabopatopHoit
[1K-2
KOH(UTypaIiu 21,7 (1,7] - |94 paboThI. -
CUCTEMBI OtBeT Ha I1K-3
0€30MacHOCTH. BOIIPOC MO
TeMe.
Pasnen 5. ATMUHHCTPHPOBaHNEe U HACTPOHKA OCHOBHBIX CJIYKO.
11. 3amura
nabopaTopHOI K2
Tema 1. CeTeBnle 21,7 1,7] - |94 paboThL. )
CITy>KOBI ¥ IPOTOKOJIBI. OtBeT Ha I1K-3
BOIPOC MO
TeMe.
12. 3amura
Tema 2. Cayx0a nabopaTopHOI K2
MapIIpyTU3aLUU U 21 1L,7(1,7] - |94 paboThI. )
YAAJIEHHOTO OTtBeT Ha TIK-3
J0CTyTIa BOIPOC MO
TeMe.
13. 3amura
nabopaTopHOI
[1K-2
Tema 3. MoHUTOpHHT U 2117 (1,7] - |94 paboThI. )
ONTUMU3ALUASL CUCTEMBI. OtBeT Ha I1K-3
BOIPOC MO
TeMe.
14. 3amura
Tema 4. Cepsepsl nabopaTopHOI K-2
MIPWIOKEHUN 21,7 1,7] - |94 paboThI. )
Microsoft Server 2012 OtBer Ha IK-3
(2008). BOIIPOC IO
TeMe.
HUTOI'O 24 124 | - |132

4.2. Cogeprxkanue pa3iejioB JUCHUATIIMHBI

Pa3nena u tema
JTUCIHHUILINHBI

Conep:xanue pa3iesioB QU CHUNITHHBI

Pa3nen 1. BBeienne B ceTeBOe aIMUHUCTPHPOBaHHeE.

Tema 1. Ilpeamer,
3aJ1a4M U COJIep>KaHNe

Kypca.

BBG,Z[GHI/IG B JUCHUIININHY, OCHOBHBIC IIOHATUA. I/ICTOpI/I‘-IeCKaSI

CBOJKa.

[IpoBepka ypoBHA 3HAHUM CTYIJEHTOB OTHOCUTEIBHO JAaHHOU

JUCHUITIINHBI.

Pa3nes 2. IliaHupoBaHKe M YCTAHOBKA CHCTEMBI.

Tema 1. O030p cuctemsl
Windows Server 2012
(2008).

O630p cucrembr Windows Server 2012. CpaBHeHHE ¢ pPaHHUMH
BepcusaMu. OTinumst oT JoMarHel, HacToiabHoi OC windows.
OcnoBHo#i ¢pyHkumonan. Active directory.




ApXHUTEKTYypa CUCTEMBI.
Cayx0a
KaTaJjoroB

Tema 2. Iloaroroska k
YCTaHOBKE U yCTaHOBKA
Windows Server 2012
(2008)

Paccmotpenue BuptyanbHoit cpenst MS Virtual PC. Yceranoka OC
pasHBIX BEpCUH Ha BUPTyaJlbHBIX MaminHaX. OCHOBHBIE 3TaIbl
YCTaHOBKH. Y CTAHOBKA pOJIEH Ha cepBep.

Tema 3. PaitnoBsie
cuctembl Windows
Server 2012
(2083).be3onacHoCTb
(bailoBBIX CUCTEM

Crpykrypa (aiinoBoii cuctemsl ceteBbix OC.

[llratHast cucrema Oe3omacHocTH. PesepBHOe komupoBanue. Raid
MaccuBbl. O030p HEWITATHBIX CUCTEM Oe30macHOCTH (halIoBBIX
cHCTEM

Pasnen 3. AnmunncrpupoBanne Microsoft Windows Server 2012 (2008).

Tema 1. Mcnons3oBanue
Microsoft Management
Console.

OcnoBuble pynkuun MMC. Jlo6aBnenue ocHacTok. CBsizb ¢ AD.
VYupasnenue MMC.

Tema 2.
AJIMUHUCTPUPOBAHUE
YYETHBIX 3aIlUCen
[IOJIB30BATEIIEH U IPYIIIT

VYupasnenue ocHactkoiit MMC nonb3oBaTenu 1 KOMIIBIOTEPHI.
Co3nanue nonb3oBareneit. Marepdetic ¥3. OcnoBuble QpyHKIUN Y3
B AD. UneHctBo B rpynmnax.

Tema 3.
AJIMUHUCTPUPOBAHUE
YYETHBIX 3aIlUCen
[IOJIB30BATEIIEH U IPYIIIT

Co3nanue nonb3oBareneid. Uurepdeiic ['pynn. OcHoBHBIE QyHKITHH
I'pynn B AD.

Paznen 4. Cucrema 6e3onacaocta Windows Server 2012 (2008).

Tema 1.
Wudpactpykrypa u
TEXHOJIOTUSI OTKPBITOTO
KJTI0Ya.

BBenieHne B TEXHONIOTHsI OTKPBITOTO KIItOYA. Y CTAHOBKA POJICH.

Tema 2. IIpotokon
Kerberos B

Windows Server 2012
(2008).

0O630p IIporoxon Kerberos B Windows Server 2012. YcraHnoBka
Kerberos B8 Windows Server 2012. OcHOBHbIE (YHKIUU M IPHHLIAI
pabotsl Kerberos.

Tema 3. Cpencrsa
KOH(UTYpaIH CUCTEMBI
0€30acCHOCTH.

O0630p W HacTpoiika MITaTHBIX cucTeM Oe3omacHocTH. [lonmuThka
besonacHoctu Y3, naponeii, rpynn B AD.

Pa3nes 5. ATMUHMCTPHPOBaHNEe W HACTPOHKA OCHOBHBIX CJIY:KO.

Tema 1. CeteBble
CJIy>KOBI ¥ TPOTOKOJIBI.

O030p ceTeBBIX MPOTOKOJIOB. Y CTAHOBKA pOJIeH cepBepa.
Hactpoiika DNS, DHCP, NetBios, Wins u apyrue.

Tema 2. Cyx06a
MapIIpyTU3alud U
yIaJIeHHOTO
JocTyna

BBenenne, Hactpoiika u pabora c¢ VPN, RDP. Amnmaparnas
MapIIpyTu3anus cpercTsaMu HacTpoiike MS Virtual PC

Tema 3. MoHUTOPUHT U
ONTHMU3ALIUS CUCTEMBI.

O030p craTHcTHYeCKOro 3KpaHa cepBepa. OTiagka CHCTEMBI,
IToncK HeHCIIPABHOCTEH.

Tewma 4. Cepepbl
MIPUIIOKEHUN
Microsoft Server 2012
(2008).

O030p u ycTraHOBKa poOJM cepBepa NpuiokeHuil. OCHOBHBIE
byHKIIN

ponu «Cepsep npuinoxeHuin» Microsoft Server 2012




4.3. CemuHapckue, HNpaKTHYeCKHe, JadOpaTOpPHble 3aHATHSA, HX
COJACPKaAHUC
Ne
Ne pazpena TemaTtnka J1200paTOPHBIX dopma DopmHpyeMble
/1 | IMCUILJIHHbI 3aHATHH NPOBe/IeHUs! KOMIIeTeHIIHH
p
Tema 1. O630p cucrembr Windows |M3ydenue matepuanon
Server 2012 (2008). Apxutektypa |ypoka, IOATOTOBKA U K — 2
1 ) cucremsbl. Ciry)x0a KaTajaoros. BBINIOJTHEHUE 3a/1aHUH. K — 3
OCHOBHBIE IPUHIUIIBI TIOCTPOCHUS U
APXUTEKTYPhl BEIYUCIUTEIBHBIX
MaIllyH.
Tema 2. IlogroToBka k ycraHoBke U |M3ydueHHne MaTepuasoB
ycranoBka Windows Server 2012 |ypoka, OArOTOBKa U I[IK-2
2 2 (2008). IIpocreiiline TOTUYECKHE | BHIMOTHEHUE 3aJaHUH. K -3
AJIEMEHTHI U
IIOCTPOEHUE CXEM Ha UX OCHOBE
Tema 3. DaiioBbIE CUCTEMBI N3yueHne Marepuanos
Windows Server 2012 (2008). ypOKa, MOATOTOBKA H
besomacHocTh  (haliJIOBBIX CHUCTEM. | BBITIOJHEHUE 3/ IaHUN. IIK-2
3 2 OCHOBHBIE CTPYKTYpPHBIE €JUHUILIBI: IIK -3
yCTpOMCTBa,  y31bl  ONOKH U
AJIEMEHTHI,
UX Ha3Ha4YeHUe U QyHKIUU
Tema 1. Mcnionb3oBanue N3yueHne Marepuanos
3 Microsoft Management ypOKa, IOATOTOBKA U
Console. BBINOJIHEHHUE 33 JaHH.
Tema 2. AIMUHUCTpUPOBAaHUE N3yueHne Marepuanos I[IK-2
4 3 YYETHBIX 3aIlUCen YpOKa, IIOArOTOBKA U IIK -3
IIOJIB30BATENIEH U IPYIII BBIIIOJIHCHUE 3aJaHUM.
Tema 3. AIMUHUCTpUPOBAaHUE N3yueHne Marepuanos I[IK-2
5 3 YYETHBIX 3aIlUCen ypOKa, IIOArOTOBKA U IIK -3
IIOJIB30BATENIEH U IPYIIIL BBIIIOJIHCHUE 3aJaHUM.
N3yueHne Marepuanos I[IK-2
Tema 1. Mudpactpykrypa n
6 4 (pactpyxTyp YpOKa, IIOArOTOBKA U IIK -3
TEXHOJIOT Ul OTKPBITOTO KJIH0Ya. .
BBINIOJTHEHUE 3a/1aHUH.
N3yueHne Marepuanos I[IK-2
7 4 Tema 2. IIporokon Kerberos B (})IKa nonromg <A K — 3
Windows Server 2012 (2008). YPOKa, N
BBITIIOJTHEHUE 3a/1aHUH.
Tema 3. Cpencrsa N3y4yeHune MaTepuasos I[IK-2
8 4 KOH(UTYpaIH CUCTEMBI YpOKa, OATOTOBKA U K -3
0€30MaCHOCTH. BBINOJIHEHHUE 33 JaHH.
N3yueHne Marepuanos I[IK-2
9 Tema 1. CeteBble ciyObl 1 Y P
5 YpOKa, IIOArOTOBKA U IIK -3
IIPOTOKOJIBI. .
BBITIIOJTHEHUE 3a/1aHUH.
10 5 Tema 2. Cayx0a N3y4yeHne MaTepuasnos I[IK-2
MapuUIpyTU3aLUU U YIAJIEHHOTO ypOKa, IIOArOTOBKA U IIK -3




AO0CTyIIa BBIITOJIHCHHUEC 3a,Z[aHI/II\/’L

N3yueHne Marepuanos IIK-2
ypOKa, IIOArOTOBKA U IIK -3
BBIIIOJIHCHUE 3aJaHUM.

11 5 Tema 3. MoHUTOpHHT U
ONTHMU3ALINS CUCTEMBI.

N3yueHne Marepuanos IIK-2
YpOKa, IIOArOTOBKA U IIK -3
BBIIIOJIHCHUE 3aJaHUM.

12 5 Tema 4. CepBepbl IPUIIOKEHUN
Microsoft Server 2012 (2008).

5. VY4eOHo-meToAuYeCKOe oO0eclmeYeHHE CAMOCTOATEJIbLHOH PadoThI
CTYJICHTOB W OLICHOYHBbIC CPeACTBAa /sl TEKYyILlero KOHTPOJSl YCIeBaeMOCTH,

HpOMe)I(yTO‘IHOﬁ aTTeCTallui 110 UTOIraM OCBOCHUA JUCHHUITINHDBI

5.1. Tekymuii KOHTPOJIb

Texymuii KOHTPOJIb BKIIIOYAET OLEHKY CaMOCTOSITENIbHOW (BHEAyAUTOPHOM) H
ayIUTOPHOM paboTHI (B TOM YHUCIE pyOEHKHBIN KOHTPOJIb).

Bun u gpopmbl KOHTpOJIS IUCUMIUIMHBL: 3aIIUTa Jab0paTOpHON padOThI, OTBET

Ha BOIIPOC 11O TEMEC, KOMIIBIOTCPHOC TCCTUPOBAHUC.

a) O0pa3ubl TECTOBBIX U KOHTPOJIbHBIX 32/IaHUI TeKYIIer0 KOHTPOJIsI

TecTbl 171 OLIEHKH TEKYIIEH YCIEBAEMOCTH CTYIEHTOB IIPEACTaBIEHHI B
cucreMe TectTupoBanus moodle U pazOuThI 0 TeMaM AUCIUIUIMHBL. 3aJaHus B TECTE
OIICHUBAIOTCA pa3HbIM yuciaoMm O0aioB. [IpaBuibHbI oTBeT 1 6ami, HenpaBuIbHBIHN ()
O0aiioB. MakcuManbHOE KOJIMYECTBO OaljloB B COOTBETCTBUU C KOJIMYECTBOM
BOIIPOCOB B TE€CTE MEPEBOJAUTCS B MPOIEHT BHITOTHEHUS.

IIpuMep TecTOBBIX 3aJaHNI:

1. OnepannonHas cucrema — 3To:

A) Kommuieke npaiiBepoB 1u1st padboThl ¢ Internet;

b) Kommekc nporpamm, o6ecieqnBarOINi OpraHu3alii0 BEIYUCIUTEIHLHOTO

MpoIlecca Ha KOMIIBIOTEPE;

B) Cnennanbabie mporpamMMebl, 00eCTeunBaroIIe HOPMAJIbHYIO, TTOJIHOLIEHHYIO

paboTy MOMOJIHUTENBHBIX BHEITHUX YCTPOUCTB;

I') CoBokymnHOCTh Bcex mporpamm Ha DBM.




Barmr orBer*:

2. K KOMIIOHEHTaM TEIEKOMMYHHUKAIIMOHHON CUCTEMBI OTHOCUTBCS:

A) Cucrema nepeBojia ynciia U3 JBOMYHOTO B IMIECTHAIATEPUIHBINA BU;
b) IEEE

B) Kanengaps MS Outlook;

I') CeteBoe mporpaMMHoOe oOecCIieueHUE.

Bamr orBer*:

3. TCP/IP — sto0:

A) CTex mpOTOKOJIOB JIJII CETEBOM Mepeaun JaHHBIX;

b) YHukanbHblll «agpecy KOMIIbIOTEpA B CETH;

B) YHukanbHblil «agpecy ceTeBOro 000pya0BaHuUs B CETH;

I') DTanonnas Mojenb Nepeaadn TaHHBIX MEXKY KOMIIbIOTEPAMH.

Barmr orBer*:

4. DNS — st0:

A) Hudponas cereBas cucrema;

b) Cucrema 1oMeHHBIX UMEH,;

B) ABTomartuueckas cuctema pazjaayu yHUKanbHoro [P «aapeca» kommnbroTepa;

I') Cetb MarazuHoB nUppPOBOIl TEXHUKH.

Barmr orBer*:

5. CYB/I — aTo:
A) Cucrtema ynpaBneHust 0J10ka IpaiiBepoB;
b) A3bik mporpaMMHUpOBaHUS BEICOKOTO YPOBHS;

B) VYcrpoiictBo oTBeuaronue TpeboBanrueM o0menpuHaTon apxutektypsl 11K;



I') Cuctema YropaBnenus 6azaMu JaHHBIX.

Barmr orBer*:

6. «Bunuectep» - 3TO:

A) Pyxné

b) Hard Drive Disk (HDD) XKectkuii {uck
B) O3V

') RAM

Barmr orBer*:

7. Kakol n3 ypoBHel He BXoAuT B mozaenb OSI:
A) Ousnueckuit;

b) KananbHbiii;

B) TpancnoptHbIii;

I') Otnanounslii.

Barmr orBet*:

5.2. MeToguyeckue yKa3aHusl 110 OPraHU3alUuM CaMOCTOATEIbHOI PadoThI

Bo Bpemsi caMocTOATENbHOM pabOThl CTYIEHTHI TOTOBST COOOIIEHUS, TOKJIA/IbI,
3cce Mo TeMaM JTUCIUIUIUHBI.

OcHoBOI J0KJIa[a CTyJA€HTAa HA CEMHUHApEe SIBISIIOTCS OMpEAeNIeHHs (CMBICH)
TEPMUHOB, CBS3aHHBIX C PA3BUTHEM MH(OPMAIIMOHHOTO OOIIECTBA, €r0 XapaKTEPHBIX
cBOMCTB. Bce ucnonb3yeMble TEPMUHBI JTOJKHBI OBITH MOHSTHBI JOKIamuuKy. OH

00s13aH MOSICHUTD UX B CJlIy4dac IosiBJICHHA BOIIPOCOB.



Tema goknaza BbIOMpaeTCs CTYACHTOM W3 NPEAJIaraeMoro MepeyHs.
dopMynMpoBKa HAMMEHOBAHUS JIOKJIa/Ia COTJIACOBBIBAETCA C MpernoaaBaTeiaeM. Tema
MOXET OBITh U1 OPUTUHAIILHOW, 1 MHHOBAIIMOHHOM Ujeel, B YaCTHOCTH.

O06beM Joknazga AOMKEH OBITh TAaKWM, YTOOBI BBICTYIUIEHHWE JUIWIIOCH B
npeaenax 15 MunyT, T.€. mopsaka 7-9 ctp. Tekcta mpudra 14’ yepes 1,5 unrepnana
Ha jiucte A4 ¢ MoJisiMA 2 CM CO BCEX CTOPOH.

CrpykTypa qokiajua:

- HAUMEHOBAaHUE U aBTOP,

- cojiep)kaHue (3ar0JIOBKHM YacTe),

- BBEJICHHE (BAXXHOCTH MPEIaraeMou TeMbI),

- CYTb U3J105K€HUS (TJIaBHBIE MBICIIM U YTBEPKJICHUS C UX 00OCHOBAHUEM),

- pakTHUeCcKuil MmaTepuani, pakTol, OpUIIMATbHBIE CBECHUS,

- INYHOE OTHOIIICHHUE JAOKIaAUMKa K U3JJaraeMOMy MaTepuainy,

- 3aKJIF0YeHUE (BBIBO/I, pe3l0OMe, TUI0TE3a, KOHCTPYKTUBHOE MPEJIOKEHUE),

- CIIUCOK HUCTOJIb30BAHHBIX UCTOYHUKOB.

KOHCTpYKTUBHBIM SIBIIIETCSI YTBEPKIEHUE, MPEJIOKEHUE, KPUTHUKA, €CITU BCE
OHM COJEpKAT JACHCTBUE, peaiu3yeMOE B CYIIECTBYIOIIUX yciaoBusax. [Jokman — 3To
pallMOHANIbHO, JIOTMYHO MOCTPOEHHOE IMOBECTBOBAHHUE, MMEIONIEE IIENIbI0 YOeauTh
ciymiarened B 0OOCHOBAHHOCTH MPEAJIaraéMblX UX BHUMAHUIO YTBEPKIECHUU U HUX
CIEICTBUMN.

Hoxnan mnpencrasisiercss B Buje mnpeseHtauun (PowerPoint). TpeGoBanust k
Mpe3eHTAIUU:

- HE JOJDKHO ObITh OOJIbIlIE CEMHU-JIEBITH UYETKUX B3aMMOCBSA3AHHBIX
rpadu4ecKkuXx 0OBEKTOB;

- He O6ousiee 13 CTPOK JIErKO YUTaeMOTO TEKCTA;

- (dpa3pl DOMKHBI OBITh JTAKOHUYHBIMHU, CIYXKUTh CUTHAJIAMHU JOKJIATYUKY B
JIOTUYHOM H3JI0’KEHHUU U CIYIIATENSIM B CBI3aHHOM BOCHPUSITUH;

- TOJHBIE CKPUHIIOTHI JOJIKHBI COMPOBOXKIATHCS CIEAYIOIUM CIAaUIoM C

YKPYIHEHHBIM (PparMeHTOM, TOMOTAIOIIUM U3JI0KEHUIO;



- OmpeneseHHs] MOXKHO ITOMEIIaTh IMOJHOCTBIO WM Ha IMOCIeI0BaTEIbHOCTH
CJaiI0B, €CJIM CTPOK OosbIie 13.

Dcce — KpaTkoe CBOOOJHOE TIPO3AaMUYECKOE€ COYMHEHHE, PACCYXKJCHHE
HeOonbImoro 00bEMa. Occe BbIpaXaeT WHAWBUIYyalbHbIE BIIEUATICHUS U
cooOpaxxeHUsI aBTOpa IO KOHKPETHOMY BOIPOCY W 3aBEIOMO HE MpPETeHAYeT Ha
ONPENENEHHYI0 WM HUCYEPHBIBAIOIIYI0 TPAKTOBKY TEMBI. CC€ MpeAnojaraet
CyObEKTUBHOE MHEHHE O 4YeM-JH00. Dcce JTODKHO COJIepkKaTh YETKOE M3JI0KEHUE
CYyTH MPOCTABJICHHOW MPOOJEMBbI, BKIIOYATh CAMOCTOATENIBHO MPOBEACHHBIN aHAIN3
ATON MpOOIEMBI, BBIBOJABI, 0000MIAIONINE ABTOPCKYIO MO3UIMIO MO MOCTaBIECHHOU

npobJiieme.

Koumpono  ucnonnenus  CaMOCTOATENBHBIX ~ PabOT  OCYIIECTBISETCS
MpenojaBaTesieM ¢ y4acTUeM CTYAEHTa B (JopMe 3alllUThl BBITIOJIHEHHOTO oTueTa. Bo
BpeMsi coOece/oBaHUsI CTYACHT O00si3aH MPOSIBUTh 3HAHUSL MO JOCTUTHYTOM Lenu
paboThl, TEOPETHUUYECKOMY MaTepualy, METOJaM BBIMOJHEHUS KaXKJIOro JTara
paboThl, COJIEPXKAHUIO OCHOBHBIX  pa3lesioB  pa3padOTaHHOrO  OTYETa C
JIEMOHCTpAllUe pe3ysbTaTOB Ha KOHKPETHBIX mpumepax. CTylneHT o00s3aH yMeTb
MPaBWIbHO AaHAJIM3UPOBATH IMOJY4YEHHBIE PE3yJNbTaThl U OOBACHUTH (DUIUUECKYIO
CyIIHOCTh TIOJYYEHHBIX 3aBHCUMOCTEM M XapakTepUCTHUK. [IpuBETCTBYIOTCA

WHUIIMATUBHBIE PA0OTHI B (pOpME HAYUHOTO JOKIAA.

5.3. I[IpoMexKyTOUYHBIH KOHTPOJIb: 3a4eT
IIepeyeHb BONIPOCOB K 3a4eTy
1. Oco0eHHOCTH MPOEKTUPOBAHUS KOPIIOPATUBHBIX CETEH.
2. DTanbl IPOEKTUPOBAHUS KOPIIOPATUBHBIX CETEM.
3. Ananu3 TpeOOBaHUH.
4. TloctpoeHnue pyHKIIMOHAIBHOW MOJIENTH TPOU3BOJICTBA.
5. ITocTpoeHre TEXHUYECKON MOJICIIH.
6. Ananu3 nH@opmMarmoHHbIX MOTOKOB B JIBC npeanpusitusi.

7. OcuoBnsie xapaktepuctuku OC Novell NetWare.



8. OcuoBubie xapakrepuctuku OC Unix u Linux.

9. OcHoBnbie xapaktepuctuku cemerictea OC Windows 2000-2008.

10. CriocoOb! ynipaBieHus CEThIO.

11. Kpurepuu BriOOpa C€TEBOM apXUTEKTYPHI.

12. CocraB cemeiictBa OC Windows Server 2012 (2008).

13. Ocob6ennoctu u ob6aacte mpuMmeHenuss OC Standard Edition, Enterprise Edition,
Datacenter Edition, Web Edition.

14. OcHOBHBIE KOMITIOHEHTHI apxUTeKTypsl Windows Server 2012.

15. KoMnoHeHTHI pexumMa sifjpa v moJb30BaTEIbCKOTO PEXXUMa, UX Ha3HAYCHUE U

XapaKTEePUCTUKHU;

16. XapakTepucTuku IpaBEPOB PEKUMa SIpa.

17. WDM-npaliBepsl 1 X XapaKTEPUCTUKHU.

18. ®yHKIMU CiIyKObI KATAJIOTOB;

19. PaGouue rpynmbl U JOMEHBI U UX HA3HAYCHHUE.

20. Ciyx0a karanoros Active Directory u ee CTpyKTypHbIE€ KOMIIOHEHTBI.

21. IloaroroBka k yctanoBke Windows Server 2012.

22. MuHuMambHbIE allliapaTHbIe TPEOOBaHUA U anmnapaTHasi COBMECTUMOCTb.

23. BriOop pa3nenoB Aucka u GpanaoBbIX CUCTEMBI.

24. CnocoOs! munersupoanus Windows Server 2012 (2008).

25. Cnoco0bl yctanoBku Windows Server 2012 (2008).

26. ABromatuzanus yctanoBku Windows Server 2012 (2083).

27. OcHOBHBIE 337]a4H 00CITyKUBaHUS TUCKOB.

28. Xapakrepuctuka ¢ainnoBsix cucteM FAT u NTFS.

29. Ctpykrypa NTFS.

30. Pazpemenust NTFS.

31. Xapakrepuctuka DFS.

32. Xapakrepuctuka cpenbl Microsoft Management Console (MMC).

33. Tunel 1 Ha3HaYEHUE OCHACTOK.

34. ABTOPCKUI U MOJIb30BATENBCKUN PEKUMBI.

35. Tunsl y4TEHHBIX 3aIIUCEN.



36.
37.

38.
39.
40.

41

[ImaHnpoBaHME HOBBIX YYTEHHBIX 3AIIACEN MOJIB30BATEIIECH.
Co3nanue ydeTHBIX 3alMCed IO0Jb30BaTEIEH M HW3MEHEHHE CBOMCTB YYETHBIX
3amucen MoJIb30BaTENEH.
AJIMUHHCTPUPOBAHUE YUYETHBIX 3aMUCEN MOJIb30BATEIEH.
Peanuszanusa rpynn B nomeHne. BHenpenue rpymi.

Haznauenue n npeumMyiiecTBa rpyninoBOi MOJIUTHKH.

. Tumsl U CTpyKTypa TPyIIIOBBIX NOJIHUTHK.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

[IpumeHeHue rpynmnoBoi MOJUTUKH.
AJIMUHUCTPUPOBAHUE TPYIIOBBIX MOJTUTHK.
CocraBanstomye 6€30MacHOCTH.

[IudpoBanue ¢ NPUMEHEHUEM OTKPBITHIX KIIOUYEH.
CekpeTHbIE KITFOYH.

Ceprudukatsl U ciyK0bl cepTUPUKALIIY.
ApXuUTEKTypa ciyk0 cepTu(uKaIuu.

O6paboTka 3anpoca cepTudukara.

Cepruduxkatsl Llentpa ceprudukanuu(L{C).
VYcranoBka ciyxk0 cepTuduKaIuu.
AJIMUHUCTpUpPOBaHUE CIyK0 cepTudukamm.
TexHOJIOTUU OTKPBITOTO KIII0Ya.

Texnonorust Authenticode.

[Iudposannas ¢aiinoBas cucrema.

[Iporokou IPSec. ITonnTuku n koMmnoHeHTsl poTokona [PSec.
Xapaktepuctuka nporokoina Kerberos.

JloxanbHbBIN UHTEPAKTUBHBIN BXOJ] B cUCTEMY ¢ nmomolibio Kerberos.
NuTtepakTuBHBIN BXOJ B IOMEH ¢ nmoMoIisio Kerberos.
[Monnepxka oTkpeITOro Kitoua B Kerberos.
Hacrpoiika cuctembl 0€3011aCHOCTH.

Ocnactka Security Configuration And Analysis.
OcHactka Security Templates.

Ocnactka Group Policy.



65.
606.
67.
68.
69.
70.
71.
72.
73.
74.
75.

76.
77.
78.
79.
80.
81.
82.
83.
84.
85.

86.
87.
88.
89.
90.

Hcnonb3oBaHue U MIaHUPOBAHUE TOJIUTUKU Ay IUTA.

Hacrtpoiika nonutuku ayaura.

Kypnanst B Windows Server 2012 (2008).

VYrpaBiieHue KypHajlaMy ayJuTa U UX apXUBaIus.

Haznauenue ceteBpix nmpoTokosiax B Windows Server 2012 (2008).

[Topsimok MpUBSI3KK TPOTOKOJIOB.

0O0630p cteka mpotokoiaoB TCP/IP.

Hcnonw3oBanue apromaruueckou [P-agpecanun.

Cnyx6a DHCP. YcranoBka u Hactpoiika ciy>k061 DHCP.

Cmyx6a WINS. IIpouecc npeoOpazoBanus umeH ciyxk00it WINS.

Cnyx6a DNS. YcranoBka u koHburypupoBanue ciyx0si DNS u nHacTpoiika

kinueHTta DNS.

Bo3moxkHoctu cimyx0s1 RRAS.

Cepep VPN. YV nanennsiit goctyi no teiaedOHHBIM JTUHUSIM.

3ammuTa y1aleHHOTO I0CTyNa. Y IpaBlIeHHUE YaJIE€HHBIM JOCTYTIOM.

[Iporokomsr VPN.

VYrpaBiienue BUPTyalIbHBIMU YaCTHBIMU CETIMHU.

CpenctBa ynpaBlIeHHs CITY>KO00H.

MOHUTOPUHT ¥ ONITUMU3AIUS IPOU3BOIUTEIIBHOCTH TUCKOB.

Yrunura Check Disk.

Cnyx6a SNMP. YcranoBka u HacTpoiika ciayx061 SNMP.
Yrunura NetworkMonitor. Onrumuszanus MPOU3BOAUTEIIBHOCTH

NetworkMonitor.

VYrtunura TaskManager.

Xapaktepuctuka Microsoft IIS 6.0.

®yukuu 6e3onacHoctu B IIS 6.0.

Cayx0sb1 Telnet.

AJIMUHUCTPUPOBAHUE CEpBEpa JTUIICH3UH.



6. YueOHO-MeTOAMYECKOe M MHPOPMAIIMOHHOE ODecnedeHre TUCIIMIIJINHbI
a) OCHOBHAas JUTepaTrypa:

1. Tocres, 1. M. OnepaiinoHHbIE CUCTEMBI : YUEOHUK U IPAKTUKYM IS
akageMudeckoro 6akamnaBpuata / . M. I'octeB. — 2-€ U31., UCIIP. U JIOT. —
M. : UznarensctBo FOpaiit, 2017. — 164 c. — (Cepus : bakanasp.
Axkanemuueckuit kypc). Pesxxum nocryna: https://biblio-

online.ru/book/F7F97BF8-838C-4FC2-B30C-DBC7ACE34800/operacionnye-

sistemy
2. Omudep H.A., Onudep B.I'., Onepaunonnsie cuctemsl, [Tutep, 2010.,-804 c.

3. B. B. Bennuko TenekoMMyHUKaIIMOHHBIE CUCTEMBI U ceTH [Tekcr] : yueOHOe
nocodue. T. 3. MynbTucepsucusie cetu / B. B. Bennuxko [u ap.] ; pea. B. 11
[lyBanos. - 2-e u3x. , crepeorun. - Mocksa : ['opsdas nmuaus - Tenexom, 2017.
-592 c.

4. Eropos H.A., Kpynenuna H.B.. Onepannonnsie cucremsl, [IpakTukym.

CIII'YBK, 2007, 308 c.

0) 10NMOJIHUTEILHAS JIUTEepaTypa:

1. T'octes, . M. OnepaiinoHHbie CUCTEMBI : yueOHUK U mipakTukyM juist CI1O /
N. M. I'octeB. — 2-e u3n., ucnp. u non. — M. : U3narensctBo IOpaiit, 2017.
— 164 c. — (Cepus : IIpodeccuonanbHoe oopazoBanue). Pexxum gocrymna:
https://biblio-online.ru/book/FB62A775-EB2C-4655-8D52-
CC5021E8AB15/operacionnye-sistemy

B) IporpaMmmHoe odecrneuenre u MHTepHer-pecypcesbi:
IIpoepammno-ungopmayuonnoe obecneuenue yaeOHOro Mporecca BKIOYALT:
— Omneparnuonnas cucrema: Windows 7.

— Oducusbiit naket: Microsoft Office 2007.

— Open VPN (GNU GPL)

— Oracle VM VirtualBox (GNU General Public License)
— Ubuntu 17 (GNU GPLv3)



— DOnektponHas 6ubnuorexka DbC «Znaniumy» [DnekTpoHHBIN pecypc]. Pexum

noctymna: http://znanium.com/

— OnektponHas oOubnnoreka DBbC «lOpaitty [DnexkTpoHHbIN pecypc]. Pexum

noctymna: https://biblio-online.ru/

— HuTrepakTuBHAs OHJIalH-TUIaTGopMa MO OO0yUEeHHIO [DJIEKTPOHHBIM pecypc].

Pexxum nocrtyna: http://stepik.org

— HuTepakTuBHAs OHJIalH-TUIaTGopMa MO OO0yUEeHHIO [DJIEKTPOHHBIM pecypc].

Pexxum nocryna: http://www.intuit.ru

— Ownmnaitn-Bepcust Koncynprantllmroc: CtyaeHTt [DnekTpoHHBIN pecypce]. Pexum

noctymna: http://student.consultants/ru

7. MeToanueckue YKRazaHnus Jist oﬁyqammuxm 10 OCBOCHHIO JUCHUIIINHDBI

Buj y4yeOHbIX
3aHATHHA

Opraﬂmaunﬂ ACATCJIbHOCTH CTYICHTA

Jlexnus

Hanucanue KoOHCIEKTa JIEKIMHA: KpaTKO, CXEMaTU4HO, IIOCJIEIO0BATEILHO
(UKCUpOBaTH OCHOBHBIC TIOJIOKEHUS, BBIBOJBL, (OPMYJIHPOBKH, O000OLICHHUS;
1oMe4aTh Ba)KHBIE MBICIIM, BBIIEIATH KIIOUEBBIE CIIOBa, TepMHHBL. IIpoBepka
TEPMHUHOB, TOHATHM C MOMOIIBI SHUMKIONEAUN, CJIOBAapEl, CIPABOYHHUKOB C
BBINUCHIBAHUEM TOJKOBaHMU B TeTpaab. OO03HAYUTH BONPOCHL, TEPMHUHBI, MaTepHa,
KOTOPBIH BBI3BIBAET TPYAHOCTH, IIOMETUTh U TIOMBITAThCS HAWTH OTBET B
pexoMeHayemMoi suTtepatype. Ecnum caMocTosTeThHO HE ynaeTcs pa3oOparhecsl B
MaTepuaie, HeoOXoIuMo c(opMylInpoBaTh BONPOC M 33JaTh IPENOJABATENI0 Ha
KOHCYJIbTAIIMH, Ha MPAKTUYECKOM 3aHSITHH.

JlaGopaTopHsbie
paboThI

Ha naGopaTopHbIX paboTax CTYAEHTHl NMPUMEHSAIOT TEOPETHYECKUE 3HAHUS Ha
npaktuke. CTYIEHThl HW3y4YalOT METOJUYECKHE PEKOMEHJAIMU K BBITOIHEHUIO
3aganuio. llpenojaBarens MPOBOIUT KOHCYJIBTALMH 10 W3YYEHHOMY MaTepHualy.
OO6cyxnaroTcs 3afaHusi U dTambl paboT. BeimonHsioTcs mabopaTopHbIE 3aJaHUA,
U3YYaloTCs IPUMEPHI 3aJaHUH.

Kpome Ttoro, Ha m1aGopaTOpHBIX 3aHATUSAX CTYACHTHI MPEACTABISIOT OTYETHI,
MOJITOTOBJICHHBIE BO BPEMsI CAMOCTOSITEIIbHON paboTHI.

Breaynuropnas
pabota

MpeaCTaBNsieT co00i BHUJI 3aHATUH, KOTOpPBIE KaXAbli CTYJEHT OpPraHU3yeT U
IUTAHUPYET caMocToATeNbHO. CaMocTosITeIbHAs padoTa CTYIEHTOB BKITIOYAET:

— CaMOCTOSTEIbHOE U3YYCHHUE Pa3/IeiIOB JUCLUIUIVHBL

— BBINOJIHEHUE JONOIHUTENBHBIX MHANBUIYAJIBHBIX TBOPYECKUX 3aJaHUN;

— NOJTOTOBKY pedepaToB, COOOLICHUN U TOKJIAOB.

IloxaroroBska k
3a4ery

IIpu moaroroBke K 3adeTy HEOOXOAMMO OPHUEHTHUPOBATHCS HAa KOHCIEKTHI
JICKLIMM, pEKOMEHIyEMYIO JIUTEPATYPY U AP.




8. I/IH(l)OpMaIII/IOHHbIe TEXHOJIO0I'MHA, MCIOJb3yEMbIC IIPH OCYIIECCTBJICHUMN

o0pa3oBaTeJLHOIO

mnmpounecca 1o

AMCIHMILINHE,

BRJIIOYas] NnepeuYcCHb

InporpaMmmMHoOro o0ecrneueHusl " qu)opMaunonnmx CIIPpaBOYHbIX CHCTEM (l'[pl/l

He00X0IUMOCTH)

Tema (pa3aen)

Oo0pa3oBarte/ibHbBIE U

IlepedyeHb MPOrpaMMHOIO
ol0ecrieyeHus U

AUCUUILIHHEBI NHdopManHOHHbIE TEXHOJIOTHH HH(pOpMALMOHHBIX
CIIPABOYHBIX CHCTEM
Pa3nen 2. Urenne Jiekumii ¢ ucnosb3oBaHueM | OnepanoHHas cucreMa:
[TnanupoBanue u ClIaiiI-TIpe3eHTaIHiH, Windows 7.
YCTaHOBKA CUCTEMBI. | CHELUAIN3UPOBAHHBIX " oucHeix | OducHerii mnaker: Microsoft
IIPOrpaMM, uHpopmannonnsix | Office 2007.
(cmpaBouHbIX) cucteM, 0a3 nmanHbX, | Open VPN (GNU GPL)
OpraHu3alus B3aUMOIEUCTBUSA ¢ | Oracle VM VirtualBox (GNU
00y4JarmuMucs nocpeactBoM | General Public License)

anekTpoHHOW mouThl. Pabora Ha IIK ¢
BUPTyaJIbHOM  cpefoi.  BelnonHeHue
71a00paTOPHBIX COTJIACHO TEME.

Ubuntu 17 (GNU GPLv3)

Pa3nen 3.
AJIMUHUCTpPUPOBAHUE
Microsoft Windows
Server 2012 (2008).

UreHue JIEKIMH C  HCHOJIB30BAHUEM
CIIAA-TIPE3CHTALIN,

CHeUaIu3UPOBAHHBIX u O(HCHBIX
porpamm, WH(POPMAITMOHHBIX
(cmpaBOYHBIX) cucTeM, 0a3 JaHHBIX,
OpraHu3alus B3aUMOJICUCTBUS c
00yYaromuMucs IIOCPEICTBOM

anekTpoHHOW mouThl. Pabora Ha ITIK ¢
BUPTyaJIbHOM  cpefoi.  BelnonHeHue
712a00paTOPHBIX COTTIACHO TEME.

OnepanmonHas cHucTema:
Windows 7.

OdwucHprii maker: Microsoft
Office 2007.

Open VPN (GNU GPL)

Oracle VM VirtualBox (GNU
General Public License)
Ubuntu 17 (GNU GPLv3)

Pa3nen 4. Cucrema Urenne JekuMii ¢ ucnosb3oBaHueM | OnepanoHHas cucreMa:
0e30MmacHOCTH ClTaliI-Tipe3eHTalnH, Windows 7.
Windows Server CMELUANIN3UPOBAHHBIX | oucHeix | OducHprii maker: Microsoft
2012 (2008). IIPOrpaMM, uHpopmannonnsix | Office 2007.
(cmpaBouHbIX) cucteM, 0a3 nmanHbX, | Open VPN (GNU GPL)
OpraHu3alus B3aUMOIEUCTBUSA ¢ | Oracle VM VirtualBox (GNU
00yYaromuMucs nocpenctBoM | General Public License)
anekTpoHHoi mouThl. Pabora Ha IIK c | Ubuntu 17 (GNU GPLv3)
BUPTyaJIbHOM  cpefoi.  BelnonHeHue
712a00paTOPHBIX COTTIACHO TEME.
Paznen 5. Urenne Jnekmuii ¢ ucnoiab3oBaHueM | OnepanuoHHas cucTeMa:
AJIMUHUCTPUpPOBAHUE | Clala-Tipe3eHTalui, Windows 7.
U HacTpoiika CIELMATN3UPOBAHHBIX " oucHeix | OducHerii maxer: Microsoft
OCHOBHBIX CITyKO0. IIPOrpaMM, uHpopmannonnsix | Office 2007.
(cmpaBouHbIX) cucreM, 0a3 nmanHbX, | Open VPN (GNU GPL)
OpraHu3alus B3aUMOIEHCTBUSA ¢ | Oracle VM VirtualBox (GNU
00yYaromuMucs nocpenctBoM | General Public License)

anekTpoHHON mouThl. Pabora Ha IIK ¢
BUPTyaJIbHOM  cpefoi.  BelnonHeHue
71a00paTOPHBIX COTTIACHO TEME.

Ubuntu 17 (GNU GPLv3)




9. OCO0€HHOCTH OCBOEHHMSI AHNCHUILUIMHBI JsI MHBAJIWAOB M JHI[ C
OrpaHNYeHHBIMHU BO3MOKHOCTAMM 310POBbSA

OO0yudenune oOydYarolmUXCAd ¢ OTPAaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBBS MIPU
HEOOXOJIMMOCTH OCYUIIECTBIISIETCS HA OCHOBE aJallTUPOBAHHON pabodeil mporpaMmbl
C UCIOJB30BaHUEM CIEIUATIBHBIX METOJIOB OOYUYEeHUS U TUIAKTUYECKUX MaTEPUAJIOB,
COCTaBJIEHHBIX C  Y4E€TOM  OCOOEHHOCTEeW  MCUXO(U3UYECKOTO  Pa3BUTHS,
WHJIMBUAYAJIbHBIX BO3MOXXHOCTEH U COCTOSIHHS 370pPOBbSl TaKUX OO0yYaroUIuXxcs
(oOyuaroierocs).

[Ipu onpenenenun Gopmbl MPOBEACHUS 3aHATHI C 00yUAIOITUMCSI-UHBATIUIOM
YUYUTBHIBAIOTCS. PEKOMEHJAIMU, COJepXKaluecss B WHIUBHAYaJbHOW Mporpamme
peadWIMTalid WHBAJIHIA, OTHOCHUTEIHLHO PEKOMEH/JIOBAHHBIX YCIOBHUH W BHIOB
Tpyaa.

[Ipu HeoOxoaMMOCTH IJisi OOydYalolUXCA U3 4YHUCiIa WHBAIUAOB W JIMI[ C
OTPaHUYEHHBIMH BO3MOXKHOCTSIMH 3J0POBBSI CO3/JAl0TCS CIIeIMajbHBIE padoune

MeCTa C YY4ETOM HapYyIICHHBIX (PYHKIUNA U OTpaHUYEHUHN KU3HEAECATEIbHOCTH.

10. MaTepHaﬂbHO-TeXHH‘IGCKOC o0ecrneyeHue AUCHUIIIMHbBI

MarepuanbHO-TEXHUYECKOE  OOecrneyeHue  JUCHMUIUIMHBI  COOTBETCTBYET
JEUCTBYIOIUM CAaHUTAPHO-TEXHUYECKUM U MPOTUBOIMOKAPHBIM MPABWIAM U HOpMaM
u oOecrieyuBaeT TPOBEACHUE BCEX BHUJOB  JIEKIIMOHHBIX, MPAKTUYECKUX,
7a00pATOPHBIX 3aHATHI U CAMOCTOSITEILHON PabOTHl OaKaliaBpOB.

VYuebHbIil mporecc obecnedeH ayJIUuTOPUSMH, KOMIUIEKTOM JIMIIEH3MOHHOTO
nporpaMMHoro obecrnedenus, ouonuorexot PITMYVY.

VYyebHasgs ayauTopuu IS TMPOBEACHUS 3aHSATUN JIEKIIMOHHOTO TUMA —
YKOMIUIEKTOBaHa  CHeNHaIu3upoBaHHOW  (yuyeOHOH)  mebenblo,  HaboOpoM
JEMOHCTPAIlMOHHOTO  OOOPYJIOBaHUSI U Y4eOHO-HATMISAHBIMM  TOCOOUSIMH,
o0ecrneunBalONIMMU  TEMAaTHUYECKUE WIUTIOCTPALIMKM, COOTBETCTBYIOIIUE pabodunm
y4eOHBIM IporpaMMamM JUCIUIUINH (MOayJel).

YyebHas ayauTopuu sl MOPOBEACHUS 3aHATUNM MPAKTUYECKOro TUMNA -

YKOMIUJIEKTOBAaHA CHEUAIU3UPOBaHHONW (yueOHOW) MeOenblo, MPEe3eHTalUOHHOM



MEPEHOCHON TEXHUKOU (MIPOEKTOP, HOYTOYK).

VYueOHas aymutopus Uit KypCcOBOTO MPOEKTUPOBAHUS (BBIMOJHEHUSI KYPCOBBIX
paboT) - yKOMILUIEKTOBaHA CIEIMATN3UPOBAHHON (yueOHOM) MeOebIo.

VYuebHasg ayauTopusi Uil TPYIIOBBIX W HUHIAUBUIAYAIbHBIX KOHCYJbTAIUU -
YKOMIUJIEKTOBaHA CHEUAIU3UPOBaHHON (yueOHOW) MeOenblo, MPEe3eHTalUOHHOM
MEPEHOCHON TEXHUKOU (MIPOEKTOP, HOYTOYK).

VYuebHas ayauTopus i TEKYIIEro KOHTPOJISI U MPOMEKYTOYHOUM aTTecTaluu -
YKOMIUIEKTOBaHA CHENHAIN3UPOBaHHOW (yueOHOW) MeOenblo, TEeXHUYECKUMU
cpeACcTBaMH OOy4eHUSs, CYKAIUMU JJIsl IPEICTaBICHUs yu4eOHOU nH(pOpMaLIUH.

[lomemenne st CaMOCTOSITENNBHOM ~ pabOThl  —  YKOMILUIEKTOBAHO
CrienUaIu3upoBaHHON (yueOHOM) MeOenbl0, OCHAIIEHO KOMIIBIOTEPHON TEXHUKOU C
BO3MOYKHOCTBIO MOJKIIOUEeHHsT K ceTu "HHTepHer" u oOecrneueHo OOCTYIOM B
ANEKTPOHHYIO HH(POPMALMOHHO-00pa30BaTEIbHYIO CPEy OpraHu3aluu

JlaGopaTopus (KOMIIBIOTEPHBIT KJ1acc) — YKOMIIJIEKTOBAHO
CrienUaIu3upoBaHHON (yueOHOM) MeOenbl0, OCHAIIEHO KOMIIBIOTEPHON TEXHUKOU C
BO3MOKHOCTBIO MOAKIIOYEHUs K cetu "MHTepHer", oOecrneyeHo AOCTyloM B
AIEKTPOHHYIO MH(}OpPMaIMOHHO-00pa30BaTEIbHYIO cpeny OpraHu3ally,

YCTaHOBJICHO HEOOXOIMMOE CICIIHATM3UPOBAHHOE TIPOTPaMMHOE 00eCIICUCHHE.



